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PURPOSE

DMS has primarily deployed desktop computers, along with a smaller number of laptop computers, for employees to use to perform in their roles.  The operating system, business software, virus protection, and patching is managed by DMS Information Technology (IT) to maintain the health and performance of these devices and to minimize risk.  Laptops have grown in use due to work behavior changes and the desire for access to applications (apps) and information on the go.  Depending on the need, laptops can be sizable with larger screens, or very small and lightweight.  

In recent years, smartphones with increased application use have been introduced into our work environment.  Not only are e-mail and calendars available, but also available are more Internet-friendly browsers, cloud storage access, news outlets, cameras, voice memos, and many other kinds of apps.  DMS typically allows access to work e-mail, calendars, and contacts directly from the smartphones over the internet, either using wireless fidelity (Wi-Fi) or cellular access.

Today, with the popularity of the Apple iPad in the market, tablets have been introduced to the workplace.  Tablets from several vendors are available, with more coming.

The purpose of this policy is to outline appropriate use of computing devices (including smartphones and tablets), appropriate access to the DMS Local Area Network (LAN) and DMS resources, and necessary safeguards for confidential information.

SCOPE

This policy is applicable to all DMS employees and contractors who use end user computing devices, mobile devices, and storage devices.  
It addresses appropriate use of end user devices (including smartphones), network connectivity, and safeguarding confidential information. 

AUTHORITY
Florida Statute 282.318
DISTRIBUTION

	The following individuals should be notified of this policy
	Method of Notification

	DMS Division Directors
	· E-Mail from the Chief Information Officer (CIO) at initial roll-out

	All DMS Employees and Contractors 
	· E-mail summary of policy and point to full policy on the DMS website for review
· Information Security Awareness Training
· DMS website

	All Contractors performing work for DMS that connect to, have access to, or create agency-related information
	· E-mail
· DMS website


DEFINITIONS
	Word/Term
	Definition

	DMS IT Operations
	For purposes of this policy, DMS IT Operations includes the LAN and Desktop Support Team within the Division of Administration, and LAN and Desktop Support Team within the Division of Retirement.

	Laptop Computer
	A typical mobile computer, such as a Dell Latitude

	Desktop Computer
	A computer designed to sit on top of the desk or as a small tower, meant to be used as a personal computer

	Personal Computer or PC
	Either a laptop or desktop computer made for use by a single person

	Local Area Network (LAN)
	A collection of computers, printers, disk storage, and other equipment connected by a network and managed by network operating system to control permissions and access to network resources and applications

	Directory Services
	A network operating system in place to manage access, through proper authentication, to agency resources, such as shared drives and printers.  DMS uses Microsoft Active Directory (AD) for this purpose. 

	LAN Infrastructure
	The switches, routers, wiring, firewalls, internet filters, and other appliances that properly connect networked devices for controlled access

	Administrative Privileges
	Computer rights to perform any operating system configuration changes and to add and delete software.

	DMS users
	Full-time, part-time, and OPS employees and contractors performing work for the agency who have a need to connect to agency resources or otherwise access and use agency information

	Mobile Device
	A general term describing mobile computing devices and mobile storage devices

	Mobile Computing Device
	A laptop, tablet, smartphone (or Personal Digital Assistant), or any other device designed for portability and that can process data  

	Mobile Storage Device
	Portable data storage media, including external hard drives, floppy disks, thumb drives, CDs, DVDs, magnetic tape, media players, and any other circuit memory device

	Smartphone
	A mobile phone built on a mobile operating system with more advanced computing capability and connectivity than a feature phone (e.g., Blackberry by Research in Motion, iPhone by Apple, and Android-based phones, such as the Droid by Motorola and One X by HTC)

	CIO
	Chief Information Officer


POLICY
Computing Devices in the Agency

· DMS users will be assigned a personal computer, being either an agency-owned desktop or agency-owned laptop (with the exception of employees whose role does not require a computer or contractors required to use their own equipment).  An assignment of both desktop and laptop requires documented Chief of Staff or Agency Secretary approval.  
Agency-Owned Personal Computers

· DMS adheres to personal computer hardware standards defined by the Agency for Enterprise Information Technology (AEIT) in collaboration with state agencies and uses state contracts for personal computer purchases.

· Standard configuration for personal computers:

· Operating System - Microsoft Windows.  The Desktop Support Team is responsible for ensuring that the version in use at DMS is a currently supported version by Microsoft.

· Productivity Tools – Microsoft Office.  The Desktop Support Team is responsible for ensuring that the version in use at DMS is a currently supported version by Microsoft.

· Virus Protection – Trend Micro, Sophos, and Microsoft Forefront.   The Desktop Support Team is responsible for ensuring that the version in use is current and a process is in place to access and deploy the most current virus signature files.
· The DMS IT Operations Team (LAN and Desktop Support teams within the Division of Administration and the Division of Retirement) support personal computers with the above standards.  The Desktop Support Team will maintain “standard builds” (images of standard configurations ready to copy to any personal computer) for the above-stated standards so as to efficiently and effectively set up new hardware for DMS users, and adequately protect information resources on the DMS network.  Standard builds will include all appropriate configuration settings that align with this policy, and that make up the standard personal computer at DMS.  The IT Operations Team fully supports personal computers with the standard build.
· DMS prohibits personal computer configurations other than the standard listed above without CIO approval for an exception.  DMS understands that certain positions, such as technical engineers and graphics/applications developers, may need a non-standard configuration to be most productive for the kind of work performed; however, approval must be obtained before purchasing or deploying non-standard personal computer hardware and software.

· The Desktop Support Team does not support personal computer configurations other than the standard listed.  If approval is obtained for an exception, the DMS user and associated division agree that desktop support is the responsibility of the division.  Configurations deemed to put the DMS LAN or DMS information at risk will be not be permitted.

· OS, Security, Virus, and Spyware Updates – See policy IT-09-104.

· Personal Computer Rights – DMS users will not be granted Administrative (Admin) privileges on their personal computer while connected to the Directory Services (Microsoft’s Active Directory).  For those users who might need to periodically download and install software or components on their personal computer, for which Admin rights are required, Desktop Support may set up a local user account that will allow personal computer Admin privileges for performing such tasks.  This local user account will not be able to connect to the Directory Services for access to shared drives and printers.  It is recommended that Desktop Support perform the download and install tasks for desktop computers.  CIO approval will be required for extenuating circumstances where non-standard rights are deemed necessary on a regular basis.

· Desktop computers and computer monitors will not be taken from DMS premises without permission of management.

· Only state-owned devices may be attached to agency-owned personal computers, with the exception of personal printers and network connections connecting to laptops while away from the office.

· DMS users have access to the personal computer’s hard drive and the network shared drives; however, the personal computer’s hard drive is not backed up.  Network shared drives are backed up on a daily basis and it is recommended that data files be stored there.  If users store data on the personal computer hard drive, they must take steps to protect it; such as copying it regularly to a network shared drive to allow it to be backed up overnight.

· Personal computers are meant to be used for work purposes only.  Software installations must be for work related purposes. Installing software applications for personal use is prohibited without express permission from management.  However, the following software is strictly prohibited from being installed, loaded, or running on personal computers without CIO approval:

· BitTorrent software

· Any other peer-to-peer or file-sharing software for file sharing outside of the DMS network.  This includes, but is not limited to, eMule, Gnutella, LimeWire, and Kazaa.

· Server processes are not allowed to run on personal computers, except for software application development purposes, without permission from DMS IT Operations.

· Proxy services are not permitted to be set up on personal computers without permission from DMS IT Operations.

· E-mail and Internet use – See policy Admin-99-104.  

· Software Licenses – All software installed on agency-owned personal computers must be properly licensed.  Personal computer software should be installed by the Desktop Support Team.  The team will ensure the software is properly licensed before installing it, and document the instance of the license.  Any software installed by a DMS user must be reported to the Desktop Support Team through the DMS Help Desk.  Failure to do so will result in the inability for DMS to defend software licensing during an audit, which could result in fines and penalties.

· DMS IT Operations maintains the ability to remotely connect to any DMS personal computer.  DMS may at any time monitor computer use and review the contents of personal computer files.

· The DMS IT Operations Team maintains an Administrator UserID on every DMS personal computer.

· It is recommended that DMS users log off or lock their personal computers before leaving a work area.

· DMS users shall not disable, alter, or otherwise circumvent personal computer configurations set by policy or any security measures.
· Monitors – The use of more than one agency-owned monitor by a DMS user must be approved by the Division Director.

Non-Agency-Owned Personal Computers

Personal computing devices have become important tools for today’s workers.  Some users have become power users and may achieve higher levels of productivity when using familiar systems.  This has introduced the concept of Bring Your Own Device (BYOD).  Today’s business market is recognizing the benefits of BYOD for some roles and workers.
DMS allows BYOD in instances where productivity may be enhanced, with specific safeguards.

· Use of personally owned personal computers must be approved by the Division Director.  If approved, notification must be provided to the DMS IT Operations Team through the help desk.
· Laptop computers must support and have enabled full disk encryption for DMS users in any role that may be reasonably expected to receive, send, or handle confidential and/or exempt information.

· Desktop computers to be used for work purposes must generally remain in the building of the work location, similar to agency-owned desktop computers.

· No desktop support service will be provided for personally owned personal computers except for Internet or network connection issues.

· Personally owned personal computers will not connect to the DMS LAN infrastructure, except through the CCOC_Guest wireless connection, without CIO approval.  If approval is granted, the personally owned computer must have:

· Validated and approved virus protection

· Automated process running for regularly downloading and deploying updated virus signature files

· Automated process running for regularly downloading and deploying operating system and security updates

Smartphones

DMS employees in roles that require a mobile device with quick access to e-mail on the go (as determined by their Division Director) may use an agency-provided smartphone in addition to their personal computer.  In the past, Blackberries were the smartphones of choice for e-mail access.  Today, however, smartphones that support Exchange ActiveSync (a Microsoft protocol for connecting to Microsoft e-mail) for connecting to DMS e-mail is becoming more cost effective.  Access to DMS e-mail via smartphones is left to the discretion of the Division Directors.
· The purchase of a smartphone for an employee is left to the discretion of the Division Director.

· With new devices continuously being made available in the market, the type of smartphone to be purchased should be based on recommendations from DMS IT Operations and consideration of the type of information it may house.  (See section Computing Devices and Confidential Information.)
· DMS supports the use of personally owned smartphones.

· DMS Desktop Support will only provide support for DMS e-mail connectivity through ActiveSync and CCOC Guest Wi-Fi connectivity.  DMS IT Operations cannot ensure proper functioning of the device.

Tablets

The small footprint, thin design, and lightweight aspects of tablets make them attractive and beneficial.  They’re useful when needing to access information while continually on the go and for conducting business at many locations as part of the business day.  Tablets can reduce the need to depend on paper and provide access to information not normally accessible on the go.  The lightweight, smaller design eliminates bulkiness and physical burden.

However, cost is an issue.  At the time this policy is written, tablets are NOT suitable to replace the use of desktops and laptops for employees, and they cost as much as or more than any other computer.  Therefore a tablet purchase doubles the computer cost for an employee and should only be considered for those in roles that greatly benefit from the additional device or when they potentially remove existing hardships.
· Tablet purchases (which include Apple iPads or Android-based and Windows-based tablets) must be approved first by the Chief of Staff or Agency Secretary, followed by CIO approval of the technology.
· With new devices continuously being made available in the market, the type of tablet to be purchased should be based on recommendations from DMS IT Operations and consideration of the information it may house.  (See section Computing Devices and Confidential Information.)

· DMS supports the use of personally owned tablets.

· DMS Desktop Support will only provide support for DMS e-mail connectivity through ActiveSync and CCOC Guest Wi-Fi connectivity.  DMS IT Operations cannot ensure proper functioning of the device.
Access to DMS e-mail via tablets is at the discretion of the Division Directors.
Computing Devices and Network Connections
· DMS supports three ways to directly connect to the DMS LAN that provide access to Directory Services (Microsoft AD) and to information resources, such as shared drives and printers, as well as to servers within the Southwood Shared Resource Center primary data center.  These are:
· A Wall port connection,
· A Capital Circle Office Complex (CCOC) Wi-Fi connection, and
· A Virtual Private Network (VPN) connection.
· DMS also provides support to access information resources through Terminal Server (also called RemoteConnect at DMS), which provides a virtual desktop on your device.

· DMS IT Operations manages and controls the operating system, virus protection, security, and application deployment only for agency-owned personal computers (desktops and laptops).  Therefore, to protect the network, only agency-owned personal computers are permitted to use a wall port connection to the DMS LAN, connect to the CCOC Wi-Fi connection (CCOC Guest connection permitted), or utilize VPN access to the DMS network.  Printers, copiers, scanners, and VOIP phones and devices may also connect to wall ports.
· Personally owned personal computers, all smartphones, and all tablets shall only use the CCOC Guest Wi-Fi network connection.  This connection provides access to the internet, to DMS e-mail, and to RemoteConnect (Terminal Server).

Computing Devices and Confidential Information

DMS protects confidential and/or exempt information that may be available on or through mobile computing devices and mobile storage devices and makes certain that state systems and information are not abused via mobile technology.
DMS houses hundreds of thousands of documents/files of information.  These may be image documents (scanned), PDFs, word processing documents, spreadsheets, presentations, project documents, Visio diagrams, graphic files, video files, sound recorded files, etc.  Nearly every division manages or handles information that is considered confidential or exempt, some more than others.  It is the responsibility of each division to train its employees on what is and isn’t confidential or exempt.

· Confidential or exempt information shall generally be stored:
· In secure application databases at a state-owned or -managed data center or at an agency contracted disaster recovery location;
· On the DMS network in personal or shared drives;
· On password-encrypted mobile storage devices;
· On desktop computers and external drives that remain in office locations of secure buildings; or
· On mobile-computing devices (laptops, smartphones, tablets) protected by full disk/device password encryption.

· Confidential or exempt information shall not be stored on:

· Any unencrypted mobile device, unless placed on mobile storage devices through established production processes that ensure the continual physical security of the device (Those responsible for adherence to this policy item are the owner of the device, the party who has possession of the device, and the party responsible for putting the confidential and/or exempt data on the device.);
· Any cloud-based storage (storage that is outside the state’s network and data center system) without documented approval from the CIO; or
· Private cloud storage without a two-party signed contract specifically addressing security and confidentiality requirements of the state.

· Mobile devices housing confidential and/or exempt information must not be provided to a non-DMS entity without the approval of the Division Director or higher level of management.
· Desktops and laptops used for any agency business must have an inactivity password timeout period not greater than 15 minutes.  For example, if a user walks away or otherwise does not use a desktop or laptop for a period of greater than 15 minutes, the device locks and requires a password to re-enter.
· Smartphones and tablets, due to the size and nature of the devices, have a greater risk of loss or theft.  Therefore, smartphones and tablets must have an inactivity timeout period not greater than 10 minutes in which a password (or passcode or lockcode) is required.
· Smartphone and tablet passwords (or passcodes or lockcodes) must be a minimum of six (6) characters for any device connecting to the DMS e-mail system.
· Employees will immediately report the loss or theft of any mobile computing device or any mobile storage device containing confidential information to their supervisor.
Smartphones and Tablets

The most commonly used business function for smartphones and tablets in the workplace is the use of e-mail.  DMS users cannot dictate whether or not confidential information is received into their inbox.

· Division Directors must approve the connection of smartphones and tablets to the DMS e-mail system.

· Only smartphones and tablets, both agency owned and personally owned, that support and have enabled full device encryption and enforces six-character passwords are permitted to connect to the DMS e-mail system for DMS users in roles that may reasonably be expected to receive or otherwise handle confidential information through DMS e-mail.

· Smartphones and tablets for DMS users in roles that are not expected to receive or otherwise handle confidential information through e-mail do not require full device encryption.  However, DMS users with these types of devices must be directed to immediately remove any e-mail with confidential or exempt information immediately upon recognition.

RESPONSIBILITIES

	Individual

or Group
	Responsibilities

	CIO
	· Communicate a summary of this policy to all employees and point them to the policy for further review.

	Information Security Manger
	· Ensure that components of this policy are used in information awareness

	DMS IT Operations
	· Ensure adherence to this policy

	Division Directors
	· Ensure adherence to this policy


ASSOCIATED FORMS

None
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