
	

	DEPARTMENT OF MANAGEMENT SERVICES

ADMINISTRATIVE POLICY

	TITLE:  Managing Operating System, Security, and Virus Updates
	POLICY NUMBER
IT-09-104


	EFFECTIVE:  November 1, 2009
REVISED:       
 
	


PURPOSE

DMS recognizes the importance of ensuring our computers (servers, desktop computers, laptops, etc.) are kept up to date with operating system patches, other security patches, and virus recognition files and software updates.  This policy covers minimum activities and scheduling associated with this need.
SCOPE

This policy is applicable to all DMS employees.  Carrying out this policy is the responsibility of the DMS LAN and Desktop Support Team.  IT pertains to ensuring the application of security updates and virus detection files and software in a timely manner.
AUTHORITY
Florida Statute 282.318
DISTRIBUTION

	The following individuals should be notified of this policy
	Method of notification

	DMS IT, Division of Retirement IT, Division of Telecommunications Engineers, Print shop Mac users
	· Detailed review by Information Security Manager

	All DMS Employees
	· Information Security Awareness Training
· DMS Web site

	DMS Executive Leadership
	· Executive Leadership meetings


DEFINITIONS
	Word/Term
	Definition

	PC
	A computer used as a personal computer.  This includes desktop computers and laptops/notebooks.

	Server
	A computer with power, memory, and architecture that sufficiently allows it to perform processes for many users and applications. 

	Computer
	Generically used to refer to PCs and servers.

	Network Devices
	A device used to provide network communications. This includes, switches, routers, hubs, mini-hubs, splitters, wireless access points, firewalls, network security devices, network appliances and modem pools.

	OS and Security Updates
	Any operating system, system utility, or network device patch or update that fixes flaws in the system or plugs security gaps identified, or otherwise enhances security of the system.


POLICY
DMS is committed to ensuring our security measures and virus protection is adequate in protecting our systems and data from threat and abuse.  To this end, all desktop computers, laptops/notebooks, server class computers, and network devices connected to the DMS LAN or DMS e-mail system, or connected to the Florida Retirement System LAN will be updated regularly according to this policy with operating system, firewall, and other security related updates.  All Windows-based computers will have installed and active virus detection software that is updated regularly according to this policy.
The following are minimum requirements for frequency and steps to ensure adequate protection for the different types of systems employed by DMS.

1. The following shall be considered minimum requirements for PCs and servers that run the Microsoft Windows OS and connect to the DMS LAN or e-Mail system.

a. OS and Security Updates:

i. The Microsoft Update site will be checked once per day for OS and security updates and any available will be downloaded to a server.
ii. PCs and servers will be configured to check for these downloads once per day, and download any available.
iii. Windows PCs and servers will be configured to apply downloaded OS and security updates once per week.

iv. Any OS and security updates deemed critical will be downloaded immediately, and scheduled to be applied to PCs and servers within 24 hours if possible.
b. Anti-Virus and Anti-Spyware:
i. Availability of virus and spyware protection software updates and signature files will be checked for at the vendor site once per day, and any found will be downloaded to all PCs and servers.
ii. Windows PCs and servers will be configured to run Anti-virus and anti-spyware scans once per week.
c. A procedures document for accomplishing these requirements for OS, security, anti-virus, and anti-spyware updates for Windows-based systems must be maintained by IT management.

d. Virus protection software must be approved by the Information Security Manager, and active on every Windows-based computer.

2. The following shall be considered minimum requirements for PCs and servers that run Linux or UNIX and connect to the DMS LAN or e-Mail system.

a. Availability of OS and security updates by the vendor will be checked once per month, and applied to servers.

b. Updates deemed critical will be downloaded and applied immediately once this level of importance is identified.
c. A procedures document for accomplishing server OS and security updates must be maintained by IT management.

d. The DMS standard PC operating system is Windows.  However, some areas within DMS have found it beneficial to use Linux on the PC.  Using the non-standard OS requires CIO approval.  OS and security updates for PCs (workstations) running Linux are the responsibility of the user of the PC.  Users are required to apply OS and security updates once per month.  Users are responsible for applying updates deemed critical immediately once this level of importance is identified.
e. Adherence to these Linux/Unix system and security update requirements for PCs will be monitored through semi-annual inspection of randomly selected PCs.
3. The following shall be considered minimum requirements for PCs running the MAC OS and connect to the DMS LAN or e-Mail system.

a. The DMS standard PC operating system is Windows.  However, some areas within DMS utilize Mac PCs due to the type of work being performed.  Using the non-standard OS requires CIO approval.  OS and security updates for Mac computers are the responsibility of the user of the PC.  Users are required to apply OS and security updates once per month.  Users are responsible for applying updates deemed critical immediately once this level of importance is identified.
b. Adherence to these Mac OS system and security update requirements will be monitored through semi-annual inspection of randomly selected PCs.
4. The following shall be considered minimum requirements for network devices connected to the DMS LAN.

a. Availability of system and security updates will be checked once per month for all network devices, and applied to the network devices immediately.

b. Updates deemed critical will be downloaded and applied immediately once this level of importance is identified.
c. A procedures document for accomplishing network device system and security updates must be maintained by IT management.

RESPONSIBILITIES

	Individual

or Group
	Responsibilities

	DMS IT
	· Ensure adherence to this policy for PCs and servers, except for Division of Retirement PCs and servers, Division of Telecommunications Suncom servers, and Linux/Unix PCs

	Division of Retirement Director and IT Management Vendor
	· Ensure adherence to this policy for division PCs, and servers managed by the IT management vendor.
· Establish Procedures for accomplishing policy requirements as directed in the policy.

	Division of Telecommunications Director
	· Ensure adherence to this policy for division managed servers and network devices.

· Establish procedures for accomplishing policy requirements as directed in the policy.

	Linux/Unix PC users
	· Understand and adhere to this policy concerning their PC.

	Employee
	· General awareness through Information Security Awareness program.

	Information Security Manager
	· Ensure all necessary parties understand this policy

· Collect and review procedures for implementing policies from the necessary groups.

· Monitor adherence semi-annually of non-Windows PCs by reviewing update logs and/or dates.
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