MyFloridaNet-2
VPN SERVICE DESCRIPTIONS

KELLY CANNON
MFN-2 Training
Revised: August 31, 2018

Technology to Connect, Inform and Protect ™



Agenda HARRIS

VPN Services Overview

 Centralized - Client To LAN VPN
 Centralized - Clientless VPN
 Centralized - LAN To LAN VPN

« Distributed - Site To Site VPN

* Distributed - Dynamic VPN - GET VPN




VPN Services Overview HARRIS

* There are 5 different VPN services in two categories available on
MFN-2

— Centralized VPN
« Tunnel established remotely and terminating on Cisco Firepower Firewall acting as VPN
gateway at IAGs
1. Client-to-LAN
2. Clientless
3. LAN-to-LAN

— Distributed VPN
« Tunnel established remotely and terminating on customer CPE or beyond it on a rented VPN
appliance
1. Site-to-Site
2. Dynamic VPN (GET VPN)




VPN Services Descriptions

I;P\I?IQIS -

VPN Type

Description

Example Application

Centralized — Client-to-LAN

Remote user Cisco AnyConnect tunnel
to MFN-2 VPN appliance at IAG

User connects to an agency server on an
agency network via laptop in a hotel

Centralized - Clientless

SSL/HTTPS proxy between remote user
computer and agency applications via
MFN-2 VPN appliance at IAG

User logs in to time card server and
completes and signs time card via a
browser (HTTPS)

Centralized — LAN-to-LAN

Tunnel from remote VPN
router/appliance to MFN-2 VPN
appliance at IAG

Agency partner connects to an agency’s
network over the Internet

Distributed — Site-to-Site

Tunnel from remote VPN
router/appliance to MFN-2 agency
premise router or VPN appliance

Agency partner connects to an agency’s
network over the Internet

Distributed - Dynamic VPN
(GET VPN)

Multiple MFN-2 sites communicate via
dynamic tunnels using group key
encryption

State agency encrypts sensitive data over
MFN-2 core




Centralized VPN Features and Benefits HARRIS

Features Benefits

Alleviates the need to implement VPN hardware at multiple agency

VPN session tunnels terminate locations within MEN-2
connections at the MFN-2 centralized  Guards MFN-2 customers against network attacks as the unencrypted
VPN appliance traffic is inspected and monitored through IDS and additional cloud

firewalls in the IAGS

Digital certificates provide global load

balancing at geographically diverse Minimizes disruptions to customer services
IAGS

Account creation and activation

Provisioned, managed, and monitored Service level performance guarantees

by the MFN-2 NOC/SOC Leverages MFN-2 Security Information and Event Management (SIEM)

capability




Client-to-LAN Features and Benefits HARRIS

Features Benefits

Cisco AnyConnect  Tunnelis built from client computer to outside interface of the MEN-2 centralized VPN
Secure Mobility appliance
Client Traditional IPSEC client-based VPN

2-factor

authentication Username (ex. johnadams) and passcode (PIN + token)

Permits VPN clients to only access the locations their agency requires for them such as web

Downloadable ACLs o
servers, applications, and networks
_ _ Allows agency defined traffic through the VPN while all other Internet traffic is routed outside
Split tunneling the VPN tunnel through the client’s ISP
option

Without this option, traffic that is not intended for agency resources will be dropped

Checks remote user configuration for active firewall, operating system, software patches, and
antivirus software

Posture Validation




Client-to-LAN Detalls

Centralized VPN
Services Engine (!

Remote Location

Internet Access

Internet

MFEN-2 Internet
Access Gateway

MFN-2 Core Network

Agency VRF

— EncryptEd Tunnnel Q MFN-2 Core Router
Application Data Flow
. . @ Edge Router
————1 Split Tunneling =

.

Any Connect

Agency Data Center

User downloads and installs VPN client via MFN-2 centralized VPN appliance
User launches the Cisco AnyConnect Security Mobility client application

User authenticates with MFN-2 VPN appliance using 2-factor authentication
agEI)iance performs posture validation using Cisco ldentity

Notes:

Internet access is
provided by remote
location

Resource accessibility
Is based on user group
association and VPN
permission profiles
Agency administrator
pre-defines resource
accessibility

Split tunneling is an
option at an additional
cost
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Client-to-LAN Ordering and Pricing HARRIS

* Subscription to this service, as well as the optional split tunneling
service, and the agency resources reachable via this service, must
be:

— Authorized by the agency administrator
— Ordered in CSAB
— Approved by DMS

* VPN profile must be loaded in CSAB by agency administrator

Order NRC MRC
Client-to-LAN cost per user $80.25 $5.89
Split tunnel cost per user $ 53.50 $1.07




Client-to-LAN In the CSAB ”
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=
EE= ReMmote Access
Virtual Private Network (VPN) Service=s A VPN 12 a group of two Or miore computer sy<stéems=. typically
connected to a private network (a network bullt and maintained by an organization solely for it=
own use) with imited public-network access. which communicate s “"securely” over a public
= VPN Profile = Network. VPNS may exist between an individual machine

Nd a private network (cllent-to-server) or
A remote LAN and a private mnetwork (server-to-server). VPNS Iinclude encryption. strong
Aauthentication of reMmote users or hosts, and Mmechanizms for hiding or masking Information about

the private network topology from potential attackers on the public networlk.,

VPN LAN to LAN

Virtual Private Network (VPN) Services A VPN 12 o group of two Oor more computer systems, typilcally
connected to a private network (a network bullt and Mmaintained by an organization solely for its
owWnN use) with limited public-network acc

ess, which communicates “"securely” over a public
NMetwork. VPNS may exist betweeaen an individual machine and a private mnetwork (client-to-server) or
O remote LAN and a private network (server-to-server). VPN include encryption, strong
authentication of remote users or hosts, and MmechanisMms for hiding or masking Information about
the private network topology from potential attackers on the public networlk.,

FEAITTITIS

Configure




Client-to-LAN In the CSAB RRIS

BESE dmssUNCOM grantham
L]

n, beau (bgrantha@harris.com) Supersearch

PO Ordering

Shop X Pending Configuration m Migrating Configurations Cart Approva My Orders Al Order

VPM Client to LAN previded by Harris Corporation Configuration Summary
Aszign Account Select Oprions
n = . B P Options Details Account: Iploads
Ak
<€ Previous Mextd>
Option Qty. MRC MNRC Usage
Service Options
Eer\-ﬂce Gﬂnonﬁ- (2) items selected
Client Type: Layer-3 1 $5.89
= Client Type™ Client
Show All VPNCLZLANLYR3MRC
® Layer-3 Client @ $5.89 Split Tunnel 1 $1.07
VPNCLZLANSPLTTUNNMRC
# Split Tunnel & $1.07 Installation
Installation (2) iterns selected Layer-3 Client 1 -—  $80.25 ---
Installation
¥ Layer-3 Client Installation™ 580.25 VENCL ZLANLYR3NRC
+ Split Tunnel Installation® 5$53.50

Split Tunnel 1 -— $53.50
Installation
VPNCLZLANSPLTTUNNNRC

< Previous Next> I'rncals: $6.96 5133.75 I —

Conuinue Shopping & Roure m




Client-to-LAN in the CSAB RRIS

Physical Address

IC Ordering

Street* Street
Shop ¥ " sions LD Line 2
WPHN Client 1o LAN provided by Harris Conporation CE‘-’JIELIW‘.IM SLUMMaay
Room

n;:;_.---".::-u-" B‘Lﬂ.e"iy-:'; ﬂ'_l"‘.':‘.'JL

City™* City

£ Previous Clear & Reset D Mt ¥
Option Qty. MRC NRC Usage
Service Optisns State* FLORIDA ud
Primary Contact
Client Type: Layer-3 1 %589
Client

First Mame*

VPREL JLANS YR B

Zipcode* 33333
Spilit Tusnmel 1 §1.07
M VPRCL JLANSPL TTUNAMMR
Installation County* .
Last Marne* Layer-3 Client 1 -~ $80.15
Email* jdoeEw
VPN Client LAN
Primary Phone* 23 556
- agency or Profile -
Conmries Shopping @ Roure USRS
Technical Contact VPN User ID*
Fudl Marne* ohn Doe
emall IP . . Block Size. 1 -
Technical Phane* 123 256

<€ Previous Clear & Reset D Mext ¥

Technical Mobile Phone




Clientless Features and Benefits HARRIS

Features Benefits

Tunnel is built from client computer to web interface of the MFN-2 centralized VPN appliance

HTTPS interface _ . _ o
No Cisco AnyConnect Secure Mobility Client application necessary

2-factor

authentication Username (ex. johnadams) and passcode (PIN + token)

ACLs Permits VPN clients to only access the web services their agency requires for them




Clientless Detalls

HARRIS

« User enters URL of MFN-2 VPN server via web browser
« User authenticates with MFN-2 VPN appliance using 2-factor authentication

1

Remote Office

B Encrypted Tunnnel

©®||

Application Data Flow
Application Data Flow
Application Data Flow

MFN-2 Core Router

Edge Router

Internet

Internet Access

MFN-2 Internet
Access Gateway

g ---.I'

MEN-2 Core Network \

T gt

o

Q\@§’tn il & ﬁ

| Agency Data Center

« User is presented with webpage of
agency specific web applications
such as Outlook and Citrix Desktop

« Layer 7 session proxies IP traffic
between remote device and MFN-2
agency

Notes:

* Internet access is provided by remote location

« Agency administrator predetermines applications
presented

» Resource accessibility is based on user group
association and VPN permission profiles




Clientless Ordering and Pricing HARRIS

* Subscription to this service and the agency resources reachable via
this service, must be:
— Authorized by the agency administrator
— Ordered in CSAB
— Approved by DMS

* VPN profile must be loaded in CSAB by agency administrator
* List of servers and/or URLSs for access must be provided

Order NRC MRC
Clientless per user $80.25 $5.35




Clientless In the CSAB "
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== ReMmote Access Q
Virtual Private Network (VPN) Service=s A VPN 12 a group of two Or miore computer sy<stéem=. typically
connected to a private network (a network bullt and maintained by an organization solely for it=
own use) with imited public-network access. which communicate s “"securely”™ over a public
4+ VPN Profile = Network, VPNS may exist between an individual machine and a private network (cllent-to-server) or
& remote LAN and a private mnetwork (server-to-server). VPNS Iinclude encryption. strong
Aauthentication Oof reMmiote users or hosts, and Mmechanizms for hiding or masking iInformation about

the private network topology from potential attackers on the public networlk.

VPN LAN to LAN

Virtual Private Network (VPN) Services A VPN 12 o group of two Oor more computer systems, typilcally
connected to a private network (a network bullt and Mmaintained by an organization solely for its
oOwWnN use) with limited public-network ac

ess, which communicates “"securely” over a public
NMetwork. VPNS may exist bhetweeaen an individual machine and a private mnetwork (client-to-server) or
O remote LAN and a private network (server-to-server). VPN include encryption, strong

authentication of remote users or hosts, and MmechanisMms for hiding or masking Information about

the private network topology from potential attackers on the public network.

FEAITTITIS

Configure




Clientless In the CSAB

grantham, beau (bg

Shop ¥ Pending Configuration m Migrating Configurat

VPN Client to LAN provided by Harris Corporation

Bl 4=sign Account EJ sclect Options

€ Previous

-

Service Options

= Client Type*

Show All

= Proxied Clientless (SSL) @&

Split Tunnel

-

Installation

+ Proxied Clientless (S5L) Installation™

< Previous

Nextd
(1) itemns selected
$5.35
$1.07
(1) ivermns selected
$80.25
MNextd»

ty Orde e
Configuration Summary

Options Detail Accounts Uploads
Option Qty. MRC MNRC Usage

Service Options

Client Type: Proxied 1
Clientless (S5L)
VPNCLZLANPRXCLSSLMRC

Installation

Proxied Clientless 1
(55L) Installation
VPNCLZLANPRXCLSSLNRC

$5.35

- $80.25

I Totals:

$5.35 $80.25 I -

Continue Shopping & Roure m




Clientless In the CSAB RRIS

Physical Address

IC Ordering

Street* Street
Shop ¥ " sions LD Line 2
WPHN Client 1o LAN provided by Harris Conporation CE‘-’JIELIW‘.IM SLUMMaay
Room

n;:;_.---".::-u-" B‘Lﬂ.e"iy-:'; ﬂ'_l"‘.':‘.'JL

City™* City

£ Previous Clear & Reset D Mt ¥
Option Qty. MRC NRC Usage
Service Optisns State* FLORIDA ud
Primary Contact
Client Type: Layer-3 1 %589
Client

First Mame*

VPREL JLANS YR B

Zipcode* 33333
Spilit Tusnmel 1 §1.07
M VPRCL JLANSPL TTUNAMMR
Installation County* .
Last Marne* Layer-3 Client 1 -~ $80.15
Email* jdoeEw
VPN Client LAN
Primary Phone* 23 556
- agency or Profile -
Conmries Shopping @ Roure USRS
Technical Contact VPN User ID*
Fudl Marne* ohn Doe
emall IP . . Block Size. 1 -
Technical Phane* 123 256

<€ Previous Clear & Reset D Mext ¥

Technical Mobile Phone




LAN-to-LAN Detalls HARRIS

* VPN tunnel is provisioned between MFN-2 centralized VPN appliance and another
VPN appliance device at remote office

— Remote device could be router or firewall
— Remote termination is on host specific public IP address

« Ability to perform NAT on MFN-2 inbound traffic into DMS specified IP range for routing
across Common Services VRF

Notes:

Partner Office fgencyDatatenter _ «  Agency administrator and
< MFN-2 Internet DMS predefine agency’s
;’ | Access Gateway network accessibility
g — MFN-2 Core Networkg? (VR FS)

R - : . L * Remote partner provides
Hm N == their VPN appliance and
g associated software

 MFN-2 provider works with
agency partner to
configure partner’s tunnel
endpoint

I Encrypted Tunnnel e i 6 Agency Router
MFN-2 Core Router (Harris Provided or Customer provided)

Application Data Flow
N
e Edge Router VPN Appliance

| 2




LAN-to-LAN Ordering and Pricing HARRIS

* Price depends on whether the agency CPE is provided by Harris or the
agency

« Subscription to this service and the agency resources reachable via this
service, must be:
— Authorized by the agency administrator
— Ordered in CSAB
— Approved by DMS

CPE Description NRC MRC

Includes installation and configuration of router or VPN
appliance plus first tunnel on a per agency basis

Harris provided $1,872.50 $117.70

Remote partner provides their hardware appliance including
software configurations

Customer provided $535.00 $117.70
Includes first tunnel on a per agency basis

Any Rate per tunnel for each additional LAN-to-LAN tunnel $53.50 $10.70

| 19




L AN-to-LAN in the CSAB *’

o
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Product Catalog viEN
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VPN Client to LAN =
!§§ ReMmote Accesns
Virtual Private Network (VPN) Service=s A VPN 12 a group of two Or miore computer sy<stéems=. typically

connected to a private network (a network bullt and maintained by an organization solely for iIt=

own use) with limited public-network access

. WwWhich communicates “"securely™ over a public
-t VPN Profile =

Network, VPNS may exist between an individual machine and a private network (cllent-to-server) or
&S remote LAN and a private mnetwork (server-to-server). ve S Include encryption. strong
Aauthentication of reMmote users or host=s, and MmechanizMms for hiding or masking Information about
the private network topology from potential attackers on the public networlk.

mes :

cConfigure

VPN LAN to LAN =

Virtual Private Network (VPN) Services A VPN 15 o group of two or more computer systems, typically
connected to a private network (a network bullt and Mmaintained by an organization solely for its
oOwWnNn use) with limited public-Nnetwork ac

eSS, which communicates “"securely” over a public
NMetwork. VPNS may exist bhetweeen an individual machine and a private mnetwork (client-to-server) or
a remote LAN and a private network (server-to-server). VPN include encryption, strong
authentication of reMmote users or hosts, and Mmechanisms for

Niding or masking Information about
the private network topology from potential attackers on the public network.

WIS ;




LAN-to-LAN In the CSAB

RIS

EEE S LI O

¥C Ordering

£ Prevvious

© Eendde Dplions

* A3l Tuaninee|*

MFRAPR-Addtnl Tummnel 1

" Installation
Shc All
&

Customer Suppled Hardware installation

Provider Supplied Hardware installation

f Prévious

el

TS JTEl
11770

510,70

TS RbDed

5535.00

$1.872.50

MEXty

Configuration Summany

i
&

Option Oy, MRC MRC Usage
Service Options
e 1 #1170
VPNLANILARRMTPTPVMRLE
Installation
pdain Tumnmne 1 $535.00

restallation: Customier
Suppled Handware
risLallaticn

VENLANMILARRMTPTPVHRE

Totals: $117.70 $535,00 s
Consinue Shapping & Rourie




LAN-to-LAN in the CSAB RRIS

Physical Address

Stneet®

WP LAN 15 LAN peronsahed iy

LRy City

Stabe®
£ Previous Chear Revet D Mt ¥ —
Optisn Qry.  MAC  MRC Usage T
Service Options
Primary Contact £ ity Prewan
-

FErt Wame®

LAN [0 LAN Tunmels

Lasd Name® ez

Todaly: STV2.70 SEREO0 -

) - Congrass Sapping | i Asas m wpn Appliance Ip To

o
Wpn Applance |p
Cusiomer

Technical Contact

Laan Spumrce ip

Full ame® i - Permitted Ip*®
Erma
Tiechrical Phihe” £

€ Previous Clear & Reset D Neut 3

Technical Mobile Phone




Centralized VPN Profiles HARRIS

 All centralized versions of VPN orders require VPN Profile information which serves as an access list

 |f customer does not already have a profile, they must create a new one in the CSAB

* If customer wants to map their profile to VRF other than Common Services VRF, they must check to
select Mapping a VRF?

Q l
IS Ordering FC Ordering
D 6
©
Product Catalog VPM P
222 outa VPN Profilé provided by Harris Corparation
— VPN Profile i
BEE Remmole ACorss
o Bl &= [ 2]
= WP = al Privg
m £ Next»
Cption Qty. MRC MNRC Usage
VPN new profile
= WPM new profile ) e sebemed
Mapping a VRF 1
# Mew VPM Profile® S0.00 2
= Mapping a vRF ¥ 50,00 WPHREFMAPRL
Mo WPk
Pro
£ el WP
ITntaIs: $0.00 S0.00 I -

yF .~




entralized VPN Profiles RIS

dmsSUNCOM . apps Profile

Profile Name DJJ-BEACH

I0 Ordering

e ¥ e s e Migrating Configurations Cart Approvals MyOrders Al Orders Profile IP* 199 . . . Block Size 1 - o wW
VPN Profile provided by Harris Corporation Configuration Summary Profile IP @ 199 . ) . Block Size 1 N@a
Mo B e Options | Detaills  Accounts Profile IP & . . . Block Size 1 M @Fﬂ

Uploads Tags
e e o Option Qty. MRC NRC Usage WINS . . . Block Size 1 9

) VPN new profile
Physical Address

Mappinga VRF 1 - $0.00 -—
? 164 . . . Block Size 1 v o @
Address Line 1 Address 1 VPHVRFMAPHRC
New VPN 1 -~ $0.00 -— - .
: DNS @ . . . Block Size 1 v ||
Address Line 2 Address 2 Profile @
VPNPROFILENRC
2 Totals: $0.00 $0.00 -
00Mm Room
VRF ¢
City City Continue Shopping | & Route
VRF Name* BEACH
State FLORIDA -
Zipcode 33333

€ Previous Clear & Reset D Next ¥

County* Brevard -




Distributed Site-to-Site Features and Benefits HARRIS

Features Benefits

VPN session tunnels terminate connections at agency

oremise hardware, either router or firewall Leverages existing hardware of agency customer
Multiple VPN design models available, such as IPSec, individualized desian

GRE, and FlexVPN J

Bypasses MFN-2 centralized VPN gateway True end-to-end tunnel

Over Internet or Intranet




Distributed Site-to-Site via MEN-2 Intranet HARRIS

« Securely connects MFN-2 customer sites to MFN-2 customer sites over MFN-2
Intranet

* VPN tunnel terminates between originating MFN-2 agency VPN appliance and
destination MFN-2 agency VPN appliance

« Termination is on IP address provided by State or by agency

« Typically uses standard IPSec tunnels Notes:
> oo * VPN termination hardware
Access Gateway can be MFN-2 provided or

Agency Data Center Agency Data Center

agency provided

m » Harris managed router
e —— required to tunnel to partner

e_@:l = office on Common Services
MCFPNE—z E/ % VRF
 MFN-2 provider works with
s Encrypted Tunnnel s Agency Router agency to configure tunnel
(Harris Provided or Customer provided) end OlntS
Application Data Flow p

Agency VPN Appliance
e MEN-2 Core Router (Harris Provided or Customer provided)




Distributed Site-to-Site via Internet HARRIS

« Securely connects remote partner sites to MFN-2 customer sites over unsecure
Internet

* VPN tunnel terminates between MFN-2 agency VPN appliance and partner VPN
appliance

« Termination is on public IP address provided by State and partner public IP address
« Typically uses standard IPSec tunnels Notes:

Agency VPN termination hardware
can be MFN-2 provided or agency
provided

Harris managed router required to
tunnel to partner office on
Common Services VRF

Remote partner provides VPN
hardware for remote location
Remote VPN tunnel endpoint and
Remote LAN IP address ranges

Partner Office Agency Data Center

MFN-2 Internet
Access Gateway

MFN-2 Core Network
Agency VRF

?\‘.

= «

é ? EA @ Partner Provided Internet
!

fmmmmmmmm  Encrypted Tunnnel @ Partner Provided Router FL Agency Router need to be provided by Customer
Application Data Flow (Harris Provided or Customer provided) . .
. . MFN-2 provider works with
E Partner Provided VPN e

Appliance

T

Agency VPN Appliance .
MFN-2 Core Router (Harris Provided or Customer provided) agency to Conflgure tunnel
endpoints




Distributed Site-to-Site Ordering and Pricing HARRIS

« Harris managed router is required
* Price Is cost of management fee

* No selection in CSAB for Distributed Site To Site VPN
—When ordering this service, customer should check to select Encryption (Static)

 Then on Summary page of CSAB, select Uploads tab and click to
Attach File with all the particulars of the distributed VPN

Order NRC MRC

Harris managed CPE (mandatory) $0.00 $30.90




Distributed Site-to-Site in the CSAB HARRIS

“ Type of Service

@ Services*
@ MFN-2 WAN Service*

>

Access/Port/Internet Speeds (Selection Required)

“ Router (Selection Required) wovided by Harris Corporation Configuration Summary

£ Router Dp[iﬂr‘ls* n Azsign Accound E Sefact Options H Enter Detals n Summary

Options Detaie  Accounts | Upleeds | Tags

@ Router Rental - Standard™®

@ Router Management*
{Previous  AddToCan® % Attach File
8 Configuration Management Type*
O Show Al \ary
Continue Shoppieg | I Aoute m
p . ill to Account D34 DODER S msieTs
® Standard Configuration Management Options  gprion Q. MRC NRC Usage
VPN new profile Validation
" Router - Configuration Management Features Mapping 3 VRF 7 veInarmenRs 1 - 50,00
Mew VPN Prafile veiror1LEw; 1 §0.00

] Multicast
Totals: 50.00 s0.00 - B Selected billing account
Encryption (Static)
L] Access Control List
] Metwork Address Translation

] Dynamic VPN Tunnels

I [110S Firewall .



Distributed Dynamic VPN Features and Benefits HARRIS

Features Benefits

Ensures low latency and jitter by enabling full-time, direct communications between
sites, without requiring transport through a central hub

Group encryption

Key server Eliminates complex peer-to-peer key management with group encryption keys

Preserves actual source and destination IP addresses rather than using tunnel

Tunneless addresses thereby avoiding overlay routing

Unicast and multicast Both supported




Distributed Dynamic VPN Detalls HARRIS

* Unicast and multicast encryption across the MFN-2 core

« Based on Cisco GET VPN which uses group key for encryption and decryption
« Key servers distribute keys and policies to group members (CPE) |«eyseners

e  Validate Group Members

MFN-2 Internet MFN-2 Internet e Manage Security Policy
Access Gateway Access Gateway e  (reate Group Keys
Tallahassee Miami o Distribute Policy Keys
e e  Replicate data between other Key Servers

>

N
;! Key Management Server

Primary Key Server To CPE
Secondary Key Server To CPE

W‘& Router with Encryption Key SW

MFN-2 Core Network

Notes:

@m * VPN termination hardware

T Ny B can be Harris provided or

2 & agency provided

—p CPE « Harris managed router

Group Members CPE requ ired
© (CPERouters « DMVPN is also available on
e Encryption Devices
o Route secure and unsecure data based on policy a Case'by'Case basis

|31



Distributed Dynamic VPN Ordering and Pricing HARRIS

Harris managed router Is required
Price Is cost of management fee

No selection in CSAB for Distributed Dynamic VPN
—When ordering this service, customer should check to select Dynamic VPN
Tunnels

 Then on Summary page of CSAB, select Uploads tab and click to
Attach File with the particulars of the distributed VPN

Order NRC MRC
Harris managed CPE (mandatory) $0.00 $30.90




Dynamic VPN In the CSAB HARRIS

“ Type of Service

@ Services*
B MFN-2 WAN Service*

” Access/Port/Internet Speeds (Selection Required)

- - ) rewided by Harris Corporation Configuration Summary
Router (Selection Required)
@ RC‘ uter GptiDHS* II Rasign Account H Sl Optices H e et n Sumimaey Options Detals Accownts | Uploads Tags
@ Router Rental - Standard*
@ Router Management* (Previous  AddToCart® % Attach File
@ Configuration Management Type*
O Shﬂw A" Iﬂr}f Continue Shopping & Route RS0

ill to Account DA [0TSRSO, . 7687

1 Options Option Qty. MRC NRC Usage
® Standard Configuration Management —
VPN new profile o

Mapping a VRF ? vemmrmapin i 0,00
Router - Configuration Management Features e —— : ~ s -
L] Multicast Totals: 000 $0.00 - & Selected bllng account
[l Encryption (Static)

[] Access Control List
[] Network Address Translation

Dynamic VPN Tunnels

. [110S Firewall l
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End of VPN Service Description

Technology to Connect, Inform and Protect



