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1 INTRODUCTION

The purpose of this guide is to provide the MFN-2 customer end user with instructions on remote
VPN access. The two options of remote access VPN for customers is the Clientless version,
which allows the user to access preconfigured web resources via a web browser, and the Client-
to-LAN version, which requires the Cisco AnyConnect Secure Mobility Client application. Both
options require multifactor authentication and must be approved by the Department of
Management Services (DMS).

The VPN account creation process includes the download and installation of a software token,
which is used with a PIN and the user’s username to provide multifactor authentication
protection. Once a user has VPN access, they can reach resources on their agency network
remotely.

The credentials generated during the VPN account creation process are the same as used for
Customer Portal access, however, a Customer Portal account is not necessary for VPN access.
Remote VPN access is ordered via the Communication Services Authorization and Billing
(CSAB) system, while a Customer Portal account, typically used only by agency networking
staff, is obtained via a Customer Portal request form submitted by the agency’s Security
Administrator.

In addition to the software token, Client-to-LAN VPN access requires the Cisco AnyConnect
Secure Mobility Client be downloaded and installed on the VPN client device. The Clientless
method of VPN connectivity uses the Internet to connect and does not require the download of a
client application.

Users should contact the MFN-2 NOC/SOC at +1 (844) 548-MFN2 (6362) if they have any
difficulty with these instructions. Once connected, press 2 to reach the Security Operations
Center (SOC).

NOTE:

The RSA soft token installation and the Cisco AnyConnect Secure
Mobility Client installation both require administrator rights on the
device on which they are being installed. If the user does not have
administrator rights on the device, assistance from their Information
Technology department will likely be necessary.
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2 REMOTE ACCESS VPN

Remote access VPNs connect a remote user’s device, via an encrypted tunnel to a VPN gateway
(firewall) at the Internet Access Gateways (IAGs) at the Miami or Tallahassee2 core nodes. The
tunnel is decrypted on the gateway, and the traffic is then mapped to the appropriate VRF and
sent to the agency’s Customer Edge (CE) router. This access requires a VPN order as well as the
download and install of a software token as outlined in this section.

2.1 Ordering a Remote Access VPN

The remote VPN access process begins when an MFN-2 agency representative orders VPN
access for an authorized VPN user in the CSAB. VPN accounts must be associated with a VPN
Profile, which lists the IP addresses the user will have access to once connected to the VPN, and
the VRF to which the profile is associated. VPN Profiles are also ordered in the CSAB and must
be approved by DMS before the remote access VPN order can be completed. Details on the
VPN order process and VPN Profile creation are covered in Section 4 of this document.

Once the remote access VPN order is complete, the MFN-2 NOC/SOC creates the user’s account
and emails the user with:

e A username

e Alink to the RSA SecurlD Token application

e Atoken.zip file

e A password to unlock the token.zip file

The soft tokens are available for Apple, Android, or Windows computer. Administrative
permissions are required on whichever platform is selected.

NOTE:

An RSA token is associated with the device on which it is installed
and cannot be used on additional devices. If a user will be
connecting via VPN from multiple different devices, it is best to
order the soft token for a mobile device, such as a cell phone. If
desired, the user has the option of ordering up to two additional
tokens.

2.2 Downloading and Installing the RSA SecurlD Token Application

NOTE:

DMS users with hard tokens should skip to Section 2.4 of this
document and register the token and create a PIN as described there.
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NOTE:

The following instructions in this Section 2 are for downloading and
installing the token on a Windows computer. The steps will be
slightly different on an Apple or Android device.

To download the RSA SecurID soft token, open the Internet Explorer browser, navigate to the
following URL and click Save when prompted to save the zip file.

https://community.rsa.com/docs/DOC-73395.

By default, the file will save to the Downloads folder, as shown in Figure 2.2-1.

- A - -

L Ji. | & » Cannon Kelly (USPerson) » Downloads » h
N N

File Edt View Tools Help

Organize v Inchude in library = Share with v Bumn New folder

-

4 .7 Favorites

Bl Desktop |, RSASecurlDSoftwareTokenS.0.2486.zip h

Figure 2.2-1. Downloaded RSA SecurlD Software Token

When the download is complete, navigate to the Downloads folder, and right click the .zip file
and click Extract All. Click Extract to extract the file in the destination location listed, which
should be an RSASecurlDSoftwareToken folder in the Downloads folder.

Double-click the extracted RSASecurlDSoftwareToken folder, then double-click the
RSASecurlDToken folder inside, and then double click the RSASecurlDToken folder inside
that. There should be two .msi files, as shown in Figure 2.2-2. Double-click the
RSASecurIDToken502.msi file and click Run as shown in Figure 2.2-3.

u

@vvl « Templ_RSASecurlDSoftwareToken50.286.zip » RSASecurlDSoftwareToken50.2x86 » RSASecurlDToken502.zip » RSASecurlDToken502 » b

File Edit View Tools Help

| Organize Extract all files

.oracle jre_usage “  Name ds
P2
€ def
Rational
Aobat template File folder
pPoTa 15 RSASecurlDTokenS02.msi
i3 Contacts ol
1;' RSASecuriDTokenAuto502.msi
CQ7.1.2Help
fu Desktop

4 g Downloads
RSASecurlDSoftwareToken5.0.2:86

Figure 2.2-2. Extracted RSA Token File
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Open File - Securtty Warning E

The publizher could not be verified. Are you sume you want to
run this software?

L Name: \RSASecurlDTokenS02\R5ASecurlDToken502, msi
Publisher: Unknown Publisher
Type: Windows Installer Package
Fram: Ch\Users\keannanAppData\lacalTempi\Temp2_...

| This file does not have a valid digital signature that verfies its
e publisher. Yiou should cnby run softwane from publishers you trust.
How can | decide what softwane to nun 7

Figure 2.2-3. Run the Installer File

Follow the wizard to install the token as shown in Figure 2.2-4, Figure 2.2-5, Figure 2.2-6, and
Figure 2.2-7. Choose Typical when prompted for Setup Type. You may be asked to enter
administrator credentials on the client device. Administrator access is required. Click Finish
when the setup wizard has completed the install.

Welcome to the RSA SecurlD
Software Token Setup Wizard

The Setup Wizard will install RSA SecuriD Software Token
5.0.2.4490 x36 on your computer,Chck Next to continue o
Cancel to exit the Setup Wizard,

WARNING: This program is protected by copyright law and
international treaties.

d Next > | cancel |

Figure 2.2-4. RSA SecurlD Software Token Setup Wizard
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ﬁl RSA SecurlD Software Token - Setup Wizard

License Agreement

Read the following license agreement carefully. R SA

LICENSE AGREEMENT

*** IMPORTANT INFORMATION - PLEASE READ
CAREFULLY ***

This Software contains computer programs and other proprietary _
ratarial and infarmatinn tha

1ea AfF

rhinkh ie enhiant tn and

@)1 accept the terms in the license agreement‘

() Ido not accept the terms in the license agreement

Figure 2.2-5. Accept License Agreement

Choose the setup type that best suits your needs. RSA

Please select a setup type,

ﬁ © Typical

The RSA SeaxrID Software Token appication will be instaled, The
{ Browser Plug-ns wil not be installed.

Custom

Choose which program features you want installed and where they wil
be instaled. Recommended for advanced users,

el | text> | | Concdl ]

Figure 2.2-6. Typical Setup
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Ready to Install the Program d

The Setup Wizard is ready to begin the Typical nstallation. R S A

' Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
‘ exit the wizard,

Figure 2.2-7. Click to Install

2.3 Import the Token

Once the application has been installed, the user’s token file must be imported into it. Locate the
software_token.zip file received via email as shown in the redacted version in Figure 2.3-1, and
click the dropdown arrow beside it, and then click Save As and save it to the Desktop. Right-
click the software_token.zip file just saved and click Extract All. Click Extract to extract the

file to the Desktop, as shown in Figure 2.3-2.

= Reply &2 Reply All 3 Forward _I*‘I'M

Thu 8/31/2017 8:37 AM

DMS token

To B Cannon, Ke ¥ ::_IZ FErson

Retention Policy Entire Mailbox - 15 year (15 years)
4 dms_software_token.zip  _ _
i 5 KB

Figure 2.3-1. Emailed Token Zip File
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dms_softw.:.

Figure 2.3-2. Extracted Token Zip File on Desktop

Click the Windows Start button, and click the RSA SecurlD Token application to run it, as
shown in Figure 2.3-3.

@ Word 2016
Cannon, Kelly (US
@ Skype for Business 2016 Person)
it
.J] Notepsd Documents
a Recent 3
‘% Snipping Tool B
kcannon on
,! Paint NB206330
Control Panel
. Pulse Secure
o
M Devices and Printers
" Calculstor
B Default Programs
& AiMedia
Administrative Tools *
@ IBM Rational ClearTeam Explorer
Help and Support
RSA RSA SecurlD Token
» Al Programs

Figure 2.3-3. Open RSA SecurlD Token Application

Click Import from File as shown in Figure 2.3-4. Next, click Browse and navigate to the
Desktop. Locate the dms_software_token folder, and double-click it as shown in Figure 2.3-5.
Then click the .sdtid file inside of that folder and click Open. Click OK as shown in

Figure 2.3-6. A password prompt displays.

Import from File - Browse to “u—

Import from File
a file saved on your computer (.sdtid extension).

@ Import from Web - Enter an

Yoport:from Web activation code and URL (if required).

o Need to view device information?

P

Figure 2.3-4. Import from File
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4 Open

i‘ﬁi Desktop » h

Organize New folder

v"b,“ Search Desktop

4 .0 Favorites Name
Bl Desktop [# My Training Materials - Shortcut
& Downloads K dms_software_token
Recent Places August Training

Figure 2.3-5. Navigate to Folder on Desktop

s, [t Tokem

Imiport from File
Inport from Fle
Irrguee't frooems Wiy Enter token file path or diick Browss:

ﬁ CriUsers oannon \Desicop dme_software_ioken\dre_user 02000 15056 1497 sdbd
Birows....

Heed help imy iy frem filg

q hnos
Figure 2.3-6. OK to Import

Navigate to the email that contains the password for the RSA SecurlD token — this is a different
password than the user’s password. Enter the emailed password, as shown in Figure 2.3-7, and
then click OK. Once the token has successfully imported, the user is prompted to change the
name of the token, as shown in Figure 2.3-8. Click OK to leave the name unchanged.

Figure 2.3-9 displays a successfully imported token.

i 52

asn Enter File Password

To complete import of dms_user_02_000160951497.sdtid file enter a
password.

Enter Password: ssssssses

q oK [ cancel

Figure 2.3-7. Enter Token Password
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atn R3A SecurlD Token

Token named 000160961497 successfully imported to Local Hard Drive (RSA).

Want to change token name? | Change Name |

q oK |

Figure 2.3-8. Leave the Token Name As Is

. - 3 ﬁ
000160961497 Options Vl .

-

Tekencode: \
( 349 518 «ummm—

RSA securip

(=

Figure 2.3-9. Token Display
2.4 Register the Token and Create a PIN

Once the RSA SecurlD software token has been successfully installed, a PIN that is known only
to the user must be created.

Open Internet Explorer and navigate to https://portal. mfn2.myflorida.com. Click Register
Token, as shown in Figure 2.4-1. RSA Self-Service Console as shown in Figure 2.4-2.

MyFloridaNet-2
Customer Portal

Username “ |

Password ‘ |

PASSCODE \ |

omain

* Register Token

Figure 2.4-1. Register Token Link
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RS/\ self-Service Console

,_'* Home (@ Help

Welcome to the RSA Self-Service Console where you can perform token maintensnce and troubleshooting tasks.
Log On Support

Log on with your corporaté cradentials to réguast néw tokens
and manage existing tokens. Do you need to enable a new token?

e | Enable your token
User ID |3 e——

Forget your user ID? Contact your administrator.

Do you need an account?

Reguest an account

Figure 2.4-2. RSA Self-Service Console

Enter the User ID (username) and click OK, and a Passcode text box appears as shown in
Figure 2.4-3. Enter the six digits currently displayed in the RSA SecurID Token application
into the Passcode text box and click Log On.

RS/\ Secure Logon

& Log On

Log on with your RSA SecurlD passcode. If you have lost your token, contact your help desk or admunistrator.

Log On
User 1ID: dms_user_02
Authentication Method: Passcode
passcode: [sensed] h What's 2 valid passcode?

Cancel h
Figure 2.4-3. Passcode Text Box

Figure 2.4-4 displays the next screen which prompts for a PIN. While the system supports
several characters, we recommend setting a four-digit PIN not related to any personally
identifiable information. Enter the PIN into the New PIN and the Confirm New PIN text
boxes. Finally, wait 60 seconds or until the tokencode changes on the RSA SecurlD token, and
enter the new code into the Next Tokencode text box. Click OK to complete the token and PIN
creation process.

10
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RS/ Secure Logon

.:H- New RSA SecurlD PIN Required

Either you do not have a PIN yet, or security policy requires a PIN change.

If you are prompbed to enter your next tokencode, wait until the tokencode (the number on your R5A SecurlD token) changes, then enter that new tokencode.
Note: It may take 2 minute or more for the tokencode to change.

Create New PIN

Hew PIN: T

Confirm New PIN: [anun

Next Tokencode:  * [ceawed] —

Cancel h

Figure 2.4-4. PIN Creation

Figure 2.4-5 displays an example of the My Account page resulting from the token registration
process. There may be a yellow Notes area on the page that suggests the user should set up
emergency authentication questions. At this time, these questions are not being used. The user
can ignore this.

5 My Account (@) Help ~

This page allows you to view your user profile and manage your authenticators. Certain edits to your account require administrater approval.
You can also use this page to request authenticators and user group membership, and view your reguest history.

;\, Notes h

You have not answered security questions that are used for emergency authentication. To answer them, click set up in the My Authanticators section.

My Authenticators My Profile
Tokens - wiew SecurlD token demo Personal Information
Windows First Name: dms
Middle Mame:
- View de . blashast
:::l.(;ap Fille: View details, test, troublashool Last Name: user_02
Teken Sesial User ID: dms_user_02
T N
000160961457 E-mail:
Humber: Certificate DN:
created on Aug 31, 2017 Account Creation Date: Jul 6, 2017 12:06:04 PM EDT
PIN: 9:17:25 AM EDT Mobile Number:
Change PIN
Expires On: Nov 29, 2021 7:00:00 PM EST
P ! reguest replacemant
Kay Fob Vi details, tast, troublashast
Token Serial
Number: 000159147374
created on Aug 30, 2017 § ;‘ e
PIN: 2:34:12 PM EDT ,—J-
Change PIN
A +00: T
Expires On: pr 29, 2022 5:00:00 PM ED’

reguest reglacement

Security Questions - z=f up

Figure 2.4-5. RSA My Account Page
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3 ACCESSING THE VIRTUAL PRIVATE NETWORK (VPN)

Customers who have ordered a Clientless VPN should follow instructions in Section 3.1 to
connect to the VPN. Customers who have ordered a Client-to-LAN VPN connection should
follow instructions in Section 3.2.

3.1 Clientless VPN

No client software installation is necessary for MFN-2 network access when using the Clientless
VPN option. To access the VPN using the Clientless option, customers navigate to the VPN
login page at https://vpn.mfn2.myflorida.com using the Internet Explorer (preferred) web
browser. To login, enter a username (lowercase) and password, and click Login. Figure 3.1-1
displays an example for a DMS test account. Note that in this context, PASSWORD refers to the
user’s PIN plus token code.

If Internet Explorer does not trust the VPN concentrator website, the user will see an IN CASE
OF A SECURITY ERROR dialog box. If this happens, click Internet Explorer’s Tools menu
and then click Internet Options as shown in Figure 3.2.1-5. Click the Security tab and then
click Trusted Sites and then the Sites button as shown in Figure 3.2.1-6. Click Add to add the
https://vpn.mfn2.myflorida.com site as shown in Figure 3.2.1-7 and click Close, and then click
OK. Refresh the screen and start the process again.

m S

o

PHEase BAMer our LSEmame 3 password

GROUF MFN2 W

USERNAME: dms_Ls

e e ! Sf—
HeRo A DI + token

Login

Figure 3.1-1. VPN Login Page

A successful login will land the user at a webpage hosting custom links to the agency’s
resources, as provided by the agency. An example is shown in Figure 3.1-2. The user should
click Logout when the VPN session is no longer in use.

Clicking Logout navigates the user to the page displayed in Figure 3.1-3. If the user clicks
Logon, they will return to the VPN login page as shown in Figure 3.1-1.
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:).': v | Browse Userdms user (2 Logosl,
3 ) tone o | e oot o
7 & st e— o
?} Websopiaatens
-L'J [

Figure 3.1-2. Custom VPN Links Example

m SbL vp" SE‘IVice

(&

Logout

Goodbye

For your own secunty, please:
- Clzar the browsars cache
* Delete any downloaded files
+ Close tha browser's window

.me.

Figure 3.1-3. VPN Logout Page
3.2 Client-to-LAN

The Client-to-LAN option of remote access involves a download and installation of both the
Cisco AnyConnect Secure Mobility Client, and the Cisco AnyConnect ISE Compliance
software. The first application is the VPN connection component. The second is the application
that scans the client device to assure its operating system and antivirus are up-to-date.

NOTE:
These installs are only necessary once per device.

NOTE:

Client devices under the control of their agency may have difficulty
installing and using the Cisco AnyConnect Security Mobility Client
due to agency policies and settings that reflect device location.
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3.2.1 Cisco AnyConnect Secure Mobility Client Installation

The VPN login page is accessed in the same manner for both the Clientless and Client-to-LAN
options, by navigating in Internet Explorer to https://vpn.mfn2.myflorida.com as shown in
Figure 3.1-1. If, instead of Clientless, an MFN-2 customer has ordered the Client-to-LAN option
in CSAB, the MFN-2 VPN concentrator will, upon successful login, attempt to automatically
download the Cisco AnyConnect Secure Mobility Client, Cisco AnyConnect ISE Posture
Module, Cisco AnyConnect ISE Compliance Module, and Cisco AnyConnect Diagnostics and
Reporting Tool. Initially, the system detects the client platform and begins analyzing the client
device, as shown in Figure 3.2.1-1. In the next few minutes ActiveX and Java are detected.

At this point, the user may be prompted to install an add-on as displayed in Figure 3.2.1-2. Click
Install to accept the add-on installation. The user may be asked for permission and possibly
administrator level credentials for the client device, which the user should supply. If the process
is successful, the Cisco AnyConnect Secure Mobility Client application will begin downloading
as shown in Figure 3.2.1-3.

cisco AnyConnect Secure Mobility Client

q WebLaunch Using ActiveX for Installation

Please look at the top of your browser for the information
bar

@ This ste might rec

Platform
" Detection

uire the Following ActiveX control

Install ActiveX Contral...
What's the Rigk?
Information Bar Help

To proceed with set up, select “Install ActiveX Controf”
If you are prompted to Retry or Cancel, select Cancel
Continuing in 17 seconds [skip]

- ActiveX

' Help Download ‘

Figure 3.2.1-1. Cisco AnyConnect Secure Mobility Client Download

ﬂ This website wants to install the following add-on: “AnyConnect Secure Mokbility Client’ from “Cisco Systems, Inc..  What's the risk? Install

Figure 3.2.1-2. Internet Explorer Prompt for Add-On
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AnyConnect Secure Mobility Client Downloader h

Downloading AnyConnect Secure Mobility Chent 4.4.02034. -
Flease wait...
Time Left: 2 ming 37 secs (352.0 KB of 4.59 MB copeed) -

Figure 3.2.1-3. Downloader

In the event the user encounters a problem during the download, it is most likely due to Internet
Explorer not trusting the VPN concentrator website. If this happens, the user will see the
message shown in Figure 3.2.1-4. If there is no issue and the process is successful, the user will
see a successful connection as shown in Figure 3.2.1-11.

If Internet Explorer does not trust the VPN concentrator website, the user will see an IN CASE
OF A SECURITY ERROR dialog box. Click OK to close the dialog. Next, click the Tools
menu and then click Internet Options as shown in Figure 3.2.1-5. Click the Security tab and
then click Trusted Sites and then the Sites button as shown in Figure 3.2.1-6. Click Add to add
the https://vpn.mfn2.myflorida.com site as shown in Figure 3.2.1-7 and click Close, and then
click OK. Refresh the screen and start the process again.

AnyConnect Secure Maobility Client Downloader

perform an instal. The secure gateway must be added to the .
b ! b Trusted Sites Zone in Intermat Explorer. A VPN connection
. cannol be established. -

— | Cx

Figure 3.2.1-4. Download Error

6 Google - Windows Intemet Explorer (mmumm—

W\ | |Gl http://wvaw.google.com/

File Edit View Favorites Help _

WS 83+ |[G) Google Delete Browsing History...

Web |mages Maps Ney
Pop-up Blocker »
Phishing Filter >
Manage Add-ons >

Windows Update

RoboForm Toolbar
Save Forms
Fill Forms

Sun Java Console

ﬁ Internet Options [\

Figure 3.2.1-5. Internet Explorer Internet Options
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Internet Options M
[ Generai| Securty | mefemmmmmmmmmmm———snectns | Programs | Advanced|

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet Restricted
sites

Trusted sites

This zone contains websites it you
trust not to damage your or
your fies.

You have websites in this

Secunty level for this zone
Allowed levels for this zone: Al

Medium-low
- Appropriate for websites on your local network
(ntranet)
= - Most content will be run without prompting you
- Unsigned ActiveX controls wil not be downloaded
- Same a5 Medum level without prompts

| Enable Protected Mode (requres restarting Internet Explorer)

Sites

| Resetal zones to defauitievel |

) Some s2ttings are managad by your system administrator.

[ oK ] : WJ Apply

Figure 3.2.1-6. Trusted Sites

Tsted e — . S

You can add and remove websites from this zone. All websites in
S this zone will use the zone's security sattings.

Add this website to the zone:

hittps:/Apn.mfn2.myfiorida.com h

[ Require server verification (https:) for all sites in this zone

=

Figure 3.2.1-7. Add Trusted Site

Another issue that may arise during the automatic download and install process is an outdated
version of Java, as shown in Figure 3.2.1-8. If this occurs, click Update to update the Java
application, entering administrative credentials if prompted.
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p"f Javal TM) waes biocked because & & cut of date and needs to be updated,  whats te s - Update R thes Bree 8

Figure 3.2.1-8. Update Java

Click Agree and Start Free Download when prompted, and then click Run to install Java, as

shown in Figure 3.2.1-9.

Download  Help

Help Resources

» What is Java?
» Remove Oider Versions

All Java Downloads

If you want to download
Java for another computer
or Operating System, cick
the link below.

All Java Downioads

Download Java for Windows Offline Installation

Recommended Version 8 Update 151 (filesize: 60.72 MB)
Release date Octoder 17, 2017

Agree and Start Free
Download

By Java you that you have read and
accepted the terms of the end user license agreement

G \When your Java instaliation completes, you may need to restart your browser (close ail browser
windows and re-open) to enable the Java installation

me Environment, is also referred to as the Java

Do you want to run or save jre-8ulS1-windows-1586.exe (60.7 MB) from sdic-esd.oracle.com?

& This type of fie could harm your computer. - Run I Save |'| Cancel l

Figure 3.2.1-9. Run Java Installation File

Eventually, the Cisco AnyConnect Secure Mobility Client Downloader will begin installing the
application as shown in Figure 3.2.1-10. Successful connectivity will be indicated as shown in

Figure 3.2.1-11.

{ AnyConnect Secure Mobility Client Downloader
1

-~

The AnyConnect Downloader is instaling AnyConnect Secure .
Mobikty Client 4.4.02034. Please wait...

Figure 3.2.1-10. Cisco AnyConnect Installation
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cisco AnyConnect Secure Mobility Client

q Webl " Connection Established

The Cisco AnyConnect Secure Mobility Client has

Platform successfully connected.

Ostaction The connection can be controlled from the tray icon,
V' - ActiveX circled in the image below.

@ % 4 1256PM

« - Connected

Help | | Download

Figure 3.2.1-11. Connection Established

If the VPN doesn’t connect automatically, click the Windows Start button and type Cisco. The
Cisco AnyConnect Secure Mobility Client should appear in the Start menu. Click it to open the
program and click Connect to connect to vpn.mfn2.myflorida.com as shown in

Figure 3.2.1-12. Enter the Username and PIN + token code when prompted as shown in
Figure 3.2.1-13 and click OK. If the connection is successful, the Cisco AnyConnect Secure
Mobility Client icon will display in the Windows Tray with a lock on it as shown in

Figure 3.2.1-14.

If the automatic web-based download and installation of the Cisco AnyConnect Secure Mobility
Client was not successful, navigate to Section 3.2.2 and follow the instructions to download and
install the application manually.

9 Cisco AnyConnect Secure Mobility Client = ]

Figure 3.2.1-12. VPN Connect
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% Cisco AnyConnect | vpn.min2myflorida.com ﬂ

% Please enter your username and passvard,

Group: rWIFI«IJ v]

Passwards | reeeeees | — | PN + token

Figure 3.2.1-13. Entering Credentials

D2E0ARSVAR O o m

Figure 3.2.1-14. VPN Connected
3.2.2 Cisco AnyConnect Manual Installation

In many cases, the Cisco AnyConnect Secure Mobility Client will fail the automatic web-based
installation and the user will see the dialog shown in Figure 3.2.2-1. The dialog prompts the user
to download the installer and install the application manually. Click the AnyConnect VPN link
if this is necessary.

Click Run to run the installation file as shown in Figure 3.2.2-2 and the Cisco AnyConnect
Secure Mobility Client Setup Wizard will display as shown in Figure 3.2.2-3.

AnyConnect Secure Mobility Client

Cisco
,s WebLaunch Manual Installation
Web-based instaliation was[unsuccessiullif you wish to
Platform install the Cisco AnyConnect Secure Mobility Client.
Y - Detection you may download an installer package.

Install module(s) below in the listed sequence
Platforms supported: Windows 7 SP1 or newer

AnyConnect VPN *

Alternatively, retry the automatic installation

v -Java Detection

| - Download

Help Downicad

Figure 3.2.2-1. Unsuccessful Web-Based Installation
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Do you want to run or save anyconnect-win-4.5.02033-core-vpn-webdeploy-k9.exe (5.24 MB) from vpn.mfn2.myflorida.com?

@ This type of file could harm your computer. ‘ Run | Save |v| Cancel

Figure 3.2.2-2. Run Installer File

i),
Cisco

AnyConnect Secure Mobility Client

i'.fa Cisco AnyConnect Secure Mobility Client Setup

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

< Back I MNext = I Cancel |

Figure 3.2.2-3. Cisco AnyConnect Secure Mobility Client Wizard

Click Next, click to accept the agreement, click Install, and then enter administrative
credentials, if prompted. Click Finish to exit the Setup Wizard as shown in Figure 3.2.2-4.
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I
’ Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Q Wizard
P Click the Finish button to exit the Setup Wizard.
ay
éh 2

< Back I Finish I Zancel

Figure 3.2.2-4. Finish the Installation

Click the Windows Start button and then type Cisco, and the Cisco AnyConnect Secure
Mobility Client should display in the Start menu. Click to open the application. Click Connect
to connect to vpn.mfn2.myflorida.com as shown in Figure 3.2.2-5, then enter username and
PIN+token when prompted, as shown in Figure 3.2.2-6. If the connection is successful, the
Cisco AnyConnect Secure Mobility Client icon will display in the Windows Tray with a lock on
it as shown in Figure 3.2.2-7.

&) Cisco AnyConnect Secure Mobility Client o ] |

VPH:
Ready to connect,

I wpn.mfn2.myflorida.com j

Figure 3.2.2-5. Connect to VPN
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% Cisco AnyConnect | vpn.rrfn2.myflonda.com ﬁ

i your username and passveard,
-

Group: MFMN2

Username: dms_user 02

ot | e | PIN + token

Figure 3.2.2-6. Enter Credentials

BD2EoaARS A0 O jon ™

Figure 3.2.2-7. Successful VPN Connection
3.2.3 Cisco AnyConnect ISE Compliance Installation

At this point, the Client-to-LAN VPN software is installed and the user is connected to the VPN,
however, the Cisco AnyConnect ISE Posture Module, Cisco AnyConnect ISE Compliance
Module, and Cisco AnyConnect Diagnostics and Reporting Tool must be downloaded and
installed to scan the client device and assure the operating system and antivirus are up-to-date,
and a client firewall is active.

NOTE:
User must be connected to the VPN for the above steps to work.

Once the Cisco AnyConnect ISE Compliance Posture Agent is installed, it will begin scanning
the client device as shown in Figure 3.2.3-1. If the client device is operating system and
antivirus compliant, network access is allowed as shown in Figure 3.2.3-2. With the Client-to-
LAN option, the user is not directed to any particular website as with the Clientless option.
Instead, users navigate to their resources on their own. To disconnect from the VPN, click the
Disconnect button.
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| — X |

] [ omemea |

IPv4

Details

- [osemee |

Pv4

Figure 3.2.3-2. Compliant System

In the event Cisco AnyConnect determines the client device to be non-compliant with respect to
the operating system, firewall, or antivirus, the user will see the dialog shown in Figure 3.2.3-3
and possibly the reason for the non-compliance, an example of which is shown in

Figure 3.2.3-4.
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"5' Cisco AnyConnect Secure Mobility Client |. = DS |

——

VPN:
Connected to vpn.mfn2.myflorida.com.

System Scan:

Not Compliant.

Update time expired.

Figure 3.2.3-3. Non-Compliant System

’5 Cisco AnyConnect Secure Mobility Client
System Scan Summary ’
update Detais — ——

1 Update(s) Required
Updates are needed on your computer before you can join the network.

Updates Status
Required ~
1 (%] Win-7 Click Start to begin
‘Win-7 (Required)
' Your PC does not meet the minimum requirements for access to the VPN:Please ensure you have the following:Windows Al

Firewall turned onAnti-virus installed and up to date.

Time Remaining: 00:03:05 I Hide l[ Cancel ]

Figure 3.2.3-4. Windows Update Needed Example

Figure 3.2.3-4 implies the user can click the dialog Start button to resolve the issue, but this
functionality is not in place. The user should close the System Scan Summary Update Details
dialog, disconnect from the VPN, and remediate the issues manually. Once the issues are fixed,
reconnect to the VPN and the Posture Agent will scan the system again for compliance.
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NOTE:

Users should contact the MFN-2 SOC if they are unable to resolve
issues preventing them from successfully accessing their resources
via the VPN.

4 ORDERING NEW CLIENTLESS AND CLIENT-TO-LAN VPNS IN THE CSAB

Subsections 4.1 and 4.2 instruct on the ordering aspect of Clientless and Client-to-LAN remote
access in the CSAB. Except for one step in the process, the ordering is essentially the same.

41 Clientless

To begin the Clientless VPN ordering process, log in to the CSAB website at:
https://portal.suncom.myflorida.com, then click Ordering as shown in Figure 4.1-1. If the
options shown in the figure do not display, click the apps menu and select Ordering from the
dropdown list box.

11 ]
=== S U N CO M kcannon@harris.com logout help home apps = manage - _

Manage Ordering Tools
& My Password B Batch Order Management 4, Administrative Rule Requests
B4 Notifications A Batch Order Merging (Beta) = Inventory
U Permissions & Order Management [2 SUNCOM Network Services
& Users and Contacts Agreement

Quote Builder

Figure 4.1-1. CSAB Ordering

Once on the Ordering page, expand Remote Access, and then click VPN. Under VPN Client
to LAN on the right, click Configure, as shown in Figure 4.1-2.
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I0 Ordering

Shop ¥ Pending Configurations () Migrating Configurations Cart Approvals My Orders All Orders

Product Catalog VPN

> 888 Data

[VPN Client to LAN | (]

~ 288 Remote Access

Virtual Private Network (VPN) Services A VPN is a group of two or more computer systems, typically connected to a private network
(a network built and maintained by an organization solely for its own use) with limited public-network access, which communicates
"securely" over a public network. VPNs may exist between an individual machine and a private network (client-to-server) or a

remote LAN and a private network (server-to-server). VPNs include encryption, strong authentication of remote users or hosts, and
mechanisms for hiding or masking information about the private network topology from potential attackers on the public network

I/-IARI'\'IS ’

Figure 4.1-2. Remote Access VPN

B2 VPN Profile (rs-]

On the Bill to Account page, locate the correct agency, expand it, and click the associated
account number as shown in Figure 4.1-3. Click Next to continue.

~ 4§ D - Department of Juvenile Justice

pege 1 jofa| W | M Q

~ # DJJ-AG DOZIER SCHL

& Account (59N) - 5107

D)-DETENTION CNTRL EAST
DJ-DETENTION N E
D-DETENTION N'W

DYJ-DETENTION S E

"
_®
a®
a

> 4 D|-DETENTION SW
# DJ-DETENTION W CTRL
# DJDsL
# DJ-HEADQUARTERS
# DJ-PARTNERSHIPS

> 4 MNITELINES USA, INC.

» & Billing Account (DJJ) - 2804115167

Mext »

Figure 4.1-3. Billing Information
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Figure 4.1-4 displays the Service Options. Expand Client Type and select Proxied Clientless
(SSL), then click to expand Token Platform and select the type of software token desired. One
or two extra tokens may be ordered for an additional non-recurring cost.

NOTE:

If a prospective VPN user has a Customer Portal account, the user
already has a soft token. The same token will be used for VPN
remote access, so no additional token will be assigned, however the
user should select the token platform already in use. As noted
above, up to two extra tokens may be ordered.

In the example in Figure 4.1-4, a Windows token has been ordered as well as an additional token
for an Apple cell phone. The figure displays the Clientless selection with the monthly recurring
service charge and the non-recurring charge for the extra token, plus the installation charge for

the VPN itself. Click Next.

“ Service Options (3) itemss selected

= Client Type*

O Show All

® Proxied Clientless (SSL) $5.35
Llice $0.00
= Token Platform*

O Show All

@ Windows Token $0.00
= Additional Tokens (maximum of 2)

[J Additional Android Tokens I:' $64.20

¥l Additional Apple Tokens

[J Additional Windows Tokens|:| $64.20

“ Installation (1) items selected
+ Proxied Clientless (SSL) Installation™

£ Previous Next ¥

Figure 4.1-4. Ordering Proxied Clientless (SSL)

Figure 4.1-5 displays the information users will be prompted to enter next which includes:
Primary Contact and Technical Contact information, as well as the Physical Address of the

site.
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Finally, a VPN profile is requested. If the agency or profile name does not appear in the Agency
or Profile dropdown, a new profile needs to be created. The instructions for creating a new
profile are covered in Section 4.3.

The VPN User ID is the user’s firstname and lastname, all lowercase, with nothing in between
as shown in the example for user Kelly Cannon, whose User ID is kellycannon. Click Next.
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imary Contact

First Name#* Kelly
Ml
Last Name* Cannon
Email* kcannon@harris.com
Primary Phone* {| 555 )| 555 -| 5555

Technical Contact

Full Name* Kelly Cannon
Email kecannon@harris.com
Technical Phone* {| 555 )| 555 - 5555
ext:
Technical Mobile Phone { 555 )| 555 -| 5555
Street* 100 Beach Street
Line 2
Room 222
City* Melbourne
State* FLORIDA -
Zipcode* 32951
County* Brevard -

VPN Client LAN

Agency or Profile DJJ-AG DOZIER 5CHL -

VPN User ID* kellycannon

P . . . Block Size| 1 - |

£ Previous Clear & Reset D

Figure 4.1-5. Contact and User Information
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On the Summary page, the user should verify the options ordered and the monthly and non-
recurring costs, and if correct, click Add to Cart, as shown in Figure 4.1-6. If the items are not
correct, click Previous, and make the necessary changes.

< Previous Add To Cart =

Option Qty. MRC NRC
Service Options
Summary
i Client Type: Proxied 1 $535
Bill to Account  [).Ag DOZERSCH. (9507254) - 476458725

I Clientless (SSL)
Options  gption Qty. MRC NRC Usage VPHCL2LANPRXCLSSLMRC
Service Options Token Platform: 1 $0.00
Client Type: Proxied Clientless 1 ]%5.35 - - Windows Token
VPNSOFTTOKENWTNDOWSMRC
(SSL) VPNCL2LANPRXCLSSLMRC
) Additional Tokens 1 —  $64.20
Token Platform: Windows 1 $0.00 - - . $
(maximum of 2):
Token VPNSOFTTOKENWINDOWSMRC -
Additional Apple
Additional Tokens (maximum of 1 — | $64.20 --- Tokens
2): Additional Apple Tokens VPNSOFTTOKENAPPLE
VPNSOFTTOKENAPPLE .
Installation
Installation . .
Proxied Clientless (SSL) 1 —  $80.25
Proxied Clientless (SSL) 1 - | $80.25 - Installation
Installation VPNCL2LANPRXCLSSLNRC
WPNCL2LANPRXCLSSLNRC
Totals: $5.35 $144.45
| Totals: $5.35 $144.45 |
Continue Shopping = & Route
Primary Contact Today at 11:52:49 AME

Figure 4.1-6. Verify and Add to Cart

The customer is taken to the checkout page and should once again verify the order. At this point
the user can still make a change by selecting the checkbox next to the order and clicking Save

Items For Later, or Delete Items, or Reconfigure as shown in Figure 4.1-7. If satisfied with
the order, click $Checkout.
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cart @) Approvals

Continue Shopping $ Checkout ‘

Monthly Recurring  Non-Recurring

DI-AG DOZIER SCHL - 476468728 $5.35 $144.45

Save Items For Later | [RZEoIE I H

VPN2 Client to LAN provided by Harris Corporation

O 1

Organization
Bill to Account

Tags

Option Qty. MRC NRC Usage
Service Options

Client Type: Proxied Clientless (SSL) VPNCL2LANPRXCLSSLMRC 1 $5.35

Token Platform: Windows Token vPNSOFTTOKENWINDOWSMRC 1 $0.00

Additional Tokens (maximum of 2): Additional Apple Tokens vPNSOFTTOKENAPPLE 1 —  364.20
Installation

Proxied Clientless (SSL) Installation VPNCL2LANPRXCLSSLNRC 1 $80.25

DJJ-AG DOZIER SCHL - 476468728

Totals: $5.35 $144.45

My Orders All Orders

Figure 4.1-7. Checkout or Save, Delete, Reconfigure

Finally, select a Preferred Delivery Date, and then click $Submit Order as shown in

Figure 4.1-8.

I0 Ordering

Shop ¥ Pending Configurations () Migrating Configurations

November 2018

Su Mo Tu We Th

Item 1 12 13 R

VPN2 Clientto LAN pr¢ 18 19 20 21 22

Organization | 25 26 27 28 29
Bill to Account PR
Tags -

16
23
30

»

Sa

Preferred Delivery Date * [_|

Emergency Event? | i

tion

sabilities
8836880

<

€] 1 ] Approvals

Return To Cart | EISILIde] =3 «

Monthly Recurring Non-Recurring

$5.35 $144.45

Quantity

1

Figure 4.1-8. Preferred Delivery Date
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4.2 Client-to-LAN

As previously mentioned, the process for ordering Client-to-LAN service is essentially the same
as for Clientless, except for the consideration of the additional Split Tunnel order. Without split
tunneling, the Client-to-LAN user will be unable to reach any other network, including the
Internet, when attached to the MFN-2 network via VPN. In the example shown in Figure 4.2-1,
the Split Tunnel checkbox has been selected, thereby adding that feature to the Client-to-LAN
order. The customer has selected Android Token and 2 additional Android tokens. These
additional tokens add a non-recurring cost of $64.20 each.

Service Options

“ Service Opmons (4) items selected
. N Client Type: Layer-3 1 $5.89
2 Client Type' Client
O Show All VPNCL2LANLYR3MRC
@ Layer-3 Client $5.89 Token Platform: 1 $0.00
Android Token
¥ Split Tunnel $1.07 VPNSOF TTOKENANDROIDMRC
= Token Platform® Additional Tokens 2 -~ $64.20
O Show All (maximum of 2):
O Show Additional Android
® Android Token $0.00 Tokens
VPNSOFTTOKENANDROID
= Additional Tokens (maximum of 2) Split Tunnel 1 $1.07
I [ Additional Android Tokens‘z ‘ I $64.20 VPNCL2LANSPLTTUNNMRC
Installation
¥ Installation (2) items selected )
Layer-3 Client 1 - $80.25
¥ Layer-3 Client Installation* $80.25 Installation
VPNCL2LANLYR3NRC
! Split Tunnel Installation® $53.50
Split Tunnel Installation 1 - $53.50
VPNCL2LANSPLTTUNNNRC
€ Previous | Nextd Totals: $6.96 $262.15

Figure 4.2-1. Ordering Client-to-LAN with Split Tunneling and Extra Tokens

As with Clientless, verify the service and installation before clicking Add to Cart, as shown in
Figure 4.2-2.
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Summary
Bill to Account
Options

< Previous

DY-AG DOZIER SCHL (350Z254) - 476468725 |

Option

Client Type: Layer-3 Client vPNCL2LANLYR3MRC

Add To Cart ® «

Qty.

Token Platform: Android Token VPNSOF TTOKENANDROIDMRC

Additional Tokens (maximum of 2): Additional Android
Tokens VPNSOFTTOKENANDROTD

Split Tunnel WPNCL2LANSPLTTUNNMRC

Installation

Layer-3 Client Installation vPNCL2LANLYR3NRC

Split Tunnel Installation VPNCL2LANSPLTTUNNNRC

Primary Contact
Name:
Email:

Primary Phone:

Kelly . Cannon
kcannon@harris.com
(555) 555-5555

Totals:

1

1
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MRC

$5.89 -

$0.00 -
— 364,20

$1.07 —
— $80.25
-~ $53.50

$6.96 $262.15

MRC Usage

Today at 3:40:13 PMEB

Figure 4.2-2. Verify and Add to Cart

Option
Service Options

Client Type: Layer-3
Client
VPNCL2LANLYR3MRC

Token Platform:
Android Token
VPNSOF TTOKENANDROTDMRC

Additional Tokens
(maximum of 2):
Additional Android
Tokens

VPNSOF TTOKENANDROID

Split Tunnel
VPNCL2LANSPLTTUNNIMRC

Installation

Layer-3 Client
Installation
VPNCL2LANLYR3NRC

Split Tunnel Installation
VPHNCL2LANSPLTTUNNNRC

Totals:

Qty. MRC

35.89

30.00

$1.07

$6.96

Once reverified, click $Checkout. Alternatively, select the checkbox and Save Items For
Later, or Delete Items, or Reconfigure, as shown in Figure 4.2-3.

<=

O  Quantity Item
o
% Reconfigure
Organization
Bill to Account
Tags
Option

Service Options

Deseription

DJJ-AG DOZIER SCHL - 476468728

VPN2 Client to LAN provided by Harris Corporation

Sove ot

DJ-AG DOZIER SCHL - 476468728

Client Type: Layer-3 Client vencLzLansyasge

Token Platform: Android Token vPNSOFTTOKENANDROIDMRC

Continue Shopping

Monthly Recurring

Additional Tokens (maximum of 2): Additional Android TOKens vPNSOFTTOKEMANDROID

Split TUnNel VPNCL2LANSPLTTURNARC

Installation

Layer-3 Client Installation VPNCL2LANLYRINRC

Split Tunnel Installation vRNCLZLANSPLTTURNNRG

Figure 4.2-3. Checkout or Save,

4.3

As previously mentioned, VPN accounts must be associated with a VPN Profile. The profile

Creating a VPN Profile

Non-Recurring

$6.96 $262.15
Save Items For Later | [l EECNIE
Qty. MRC NRC
$5.89 -
$0.00 =
2 — $64.20
1 $1.07 —
— $80.25
- $53.50
| Totals:  $6.96 $262.15

Monthly Recurring

$6.96

Usage

Delete, Reconfigure

NRC

$64.20

$80.25

$53.50

$262.15

Non-Recurring

$262.1!

serves as an access list, providing the IP addresses the user will have access to once connected to
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the VPN. Profile names are unique and so cannot be reused. VPN Profiles are ordered in the
CSAB and must be approved by DMS before the remote access VPN order can be completed.

If an organization is accessing another network, authorization needs to be obtained via email or
letter, and attached to the Configuration Summary area of the CSAB work order.

An associated VRF is also required. If no VRF is indicated, the Common Services VRF is
assumed.

To create a new VPN Profile in CSAB, select the Ordering application and in the left pane,
expand Remote Access, click VPN Profile, and then click Configure as shown in Figure 4.3-1.

I8 ordering

VPN Profile

VPN Profile

Virtual Private Network Profile Services

== VPN (£

22 VPN Profile

Figure 4.3-1. VPN Profile

Select the account to bill for the service and click Next, as shown in Figure 4.3-2.
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Select the account to bill for this service:

page | 1

ol 1 Q|2

~ 4§ Dl - Department of Juvenile Justice

page | 1

2 MM Q

~ 4% DJ|]-AG DOZIER SCHL
& Account (S9N)- 5107

&
&
&
&

> ®
&
&
&
&

DJ-DETENTION CNTRL EAST

DJ-DETENTION N E

DfJ-DETENTION N W

DJ-DETENTION S E

DJ-DETENTION 5 W

DJ-DETENTION W CTRL

DJJ-DsL

DJJ-HEADQUARTERS

D|J-PARTMERSHIPS

> 4% MITELINES USA, INC.

> & Billing Account (D)) - 2804115167

Mext ¥

Figure 4.3-2. Billing Information

Check to select New VPN Profile. If the profile will be mapped to a VRF other than the
Common Services VRF, check to select the Mapping a VRF? checkbox as shown in Figure

4.3-3. Click Next.

“ VPN new profile

< Previous Next ¥

(2) items selected

I New VPN Profile*

W Mapping a VRF ?

$0.00

$0.00

< Previous Next >

Figure 4.3-3. New VPN Profile and VRF

Enter the Physical Address, the Technical Contact, the Profile information, and the VRF if
necessary. In Figure 4.3-4 the Profile Name entered is DJJ-BEACH. Profile names must be
unique and cannot be reused. In the example, two Profile 1P addresses have been configured.
These permitted addresses serve as an access list. Also entered is a single DNS address. Note,
the addresses in the figure have been redacted for security purposes. Finally, in the VRF section,
the VRF Name BEACH has been added. This input is necessary because the user indicated they
wanted to map a VRF to the profile. Click Next to navigate to the Summary page.
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< Previous Clear &# Reset D Next

Physical Address

Address Line 1 100 Beach Street

Address Line 2

Room 222
City Melbourne
State FLORIDA -
Zipcode 32951
County™ Brevard -
Technical Contact
Full Name* Kelly Cannon
Technical Phone ( 555 ) 555 - 5555
ext:
Technical Mobile Phone ( 555 ) 555 - 5555
Email kcannon@harris.com

Profile
199 . . . Block Size| 1 AN <A
199 . . . Block Size, 1 AN
Profile IP & . . . Block Size| 1 - @8
WINS . . . Block Size| 1 MR
164 . . . Block Size| 1 - (aE
DNS @ . . . Block Size| 1 - @
VRF #

VRF Name* BEACH

< Previous Clear & Reset "D
Figure 4.3-4. VPN Profile Configuration

36



Remote Access VPN Reference Guide

DCN: 7055011 Rev A
15 November 2018

If the VPN Profile includes a Profile IP address in a network not owned by the organization,
written permission from the DMS is necessary. If this is the case, click the Uploads tab and then
click Attach File, as shown in Figure 4.3-5. Browse to find the documentation requesting the

acCcCess.

VPN Profile provided by Harris Corporation

B »ssie B select Options Bl cree Detsils B summary

< Previous Add To Cart ®

Summary
Bill to Account  Dil-AG DOZIER SCHL - 476466728
Options  gption Qty. MRC
VPN new profile
Mapping a VRF ? VPNVRFMAPNRC 1
New VPN Profile vPNPROFILENRC 1

Totals: $0.00

NRC Usage

$0.00
$0.00
$0.00

Configuration Summary

Details Accounts | Uploads | Tags

% Attach File

Validation

o Selected billing account

Figure 4.3-5. Attach File If Necessary

Review the order, and if correct, click Add to Cart, as shown in Figure 4.3-6. If the order is not
correct, click Previous to return to the order particulars and make the necessary changes before

proceeding.
Physical Address
100 Beach Street 222 @
Melbourne, FL 32951

Brevard

Technical Contact

Full Name: Kelly Cannon

Technical Phone: (555) 555-5555

Technical Mobile Phone: (555) 555-5555

Email: kcannon@harris.com
Profile

Profile Name: DJJ-BEACH

Profile IP: i199. Block Size 1
Profile IP2: i199. Block Size 1
WINS: No IP addresses assigned at this time.
DNS: i164. Block Size 1
VRF

VRF Name: BEACH

€ Previous

Add To Cart =

Figure 4.3-6. Verify and Add to Cart

37



Remote Access VPN Reference Guide
DCN: 7055011 Rev A
15 November 2018

Before checking out, verify the order one last time. If necessary, select the checkbox next to the
order and click Save Items For Later, or Delete Items. If the order is correct and ready to be
scheduled, click $Checkout as shown in Figure 4.3-7.

Continue Shopping E

Description Monthly Recurring Non-Recurring

DI-AG DODER SCHL - 476458728 $0.00 $0.00

| Save Items For Later | [zEEETIENRS |

O Quantity Item

D 1 VPN Profile provided by Harris Corporation

Organization  PU-AG
Bill to Account  PI-4
Tags

Option Qty. MRC NRC Usage

VPN new profile

Mapping a VRF ? VPNVRFMAPHRC 1 $0.00
New VPN Profile vPNPROFTLENRC 1 $0.00
Totals: $0.00 $0.00

Order Total:

Figure 4.3-7. Checkout or Save, Delete, Reconfigure

Finally, click in the Preferred Delivery Date text box and select the desired delivery date using
the pop-up calendar.

shop X pending Configurations @€)) Migrating Configurations cart @ Approvals
Return To Cart $ Submit Order
August 2018 »

Su Mo Tu We Th Fr Sa Description Monthly Recurring Non-Recurring
$0.00 $0.00

Item Quantity

VPN Profile provided by 20 21 22 23 24 1

Organization 27 28 29 30 31
Bill to Account 54) - 476468728
Tags
I Preferred Delivery Date*l

Figure 4.3-8. Preferred Delivery Date
Any problems with ordering or understanding VPN Profiles should be directed to the SUNCOM
NOC.
5 MIGRATING VPNS IN THE CSAB

A customer site may already have a VPN service. In this case, a VPN service migration should
be ordered in the CSAB. The VPN migration process is outlined in this section.
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To begin the VPN migration, log in to the CSAB website at:
https://portal.suncom.myflorida.com, then click Inventory as shown in Figure 5-1. If the

options shown in the figure do not display, click the apps menu and select Inventory from the
dropdown list box.

EEE S U N CO M kcannon@harris.com logout help home apps « manage v _
Manage Ordering Tools

& My Password B Batch Order Management 4, Administrative Rule Requests

E4 Notifications # Batch Order Merging (Beta)

U Permissions o Order Management 3 SUNCOM Network Services

& Users and Contacts '® Ordering Agreement

Quote Builder

Figure 5-1. CSAB Inventory

Once on the Inventory page, click the By Service tab, and then expand Remote Access, and
then VPN, then expand VPN Client to LAN, as shown in Figure 5-2.

=z: Inventory

By Organization By Account By ltem Batch Actions Reports h ¢

£22 Data

v
e

<
1]

222 Remote Access

v @@ VPN

| v & vendienttoan |

page 1 of2 M WM Q

~ $1ID Tags % Status
> 3083388068 =1

> 3083407654 [ Active |

> 2920142451 =

> 2623121264 - =3

Figure 5-2. VPN By Service

Search for and select the inventory ID related to the current VPN service, and then click the
Actions tab. Click Start Provider Migration, as shown in Figure 5-3.
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288 dmasUNCOM
(]

z2: Inventory 2623121264

KN853DL

& Change Account
§ Change Service Options
& Change VPN Profile

& Disconnect

Figure 5-3. Start Provider Migration

Click Add Attachments to upload any related documentation, and then click Execute Action as
shown in Figure 5-4.

[ 11]
Eem dmaiUNCOM
(1]

E= Inventory 2623121264

KN853DL

¥ Start Provider Migration

Begin the migration process to the new service provider, Add Attachments

Cancel x Execute Action ¥

Figure 5-4. Execute Action
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At this point the VPN migration has been executed but the process is not complete. The VPN
itself still has to be ordered. Click the Go to Ordering link as shown in Figure 5-5 to start the
ordering process.

[ L] ]
EsE dmsSUNCOM
[

[ Inventory 2623121264

KN853DL

¥ Start Provider Migration

Begin the migration process to the new service provider, Add Attachments €3

I You're not done yet! Go to Ordering (' to continue your "‘l\»;!\!l-':'ml

Figure 5-5. Go to Ordering

The Migrating Configurations tab should show that a migration has been executed. Click Edit
Configuration to continue the ordering process, as shown in Figure 5-6. Alternatively, the
migration could be cancelled by clicking Cancel Migration.

@ ating C "5.—'#::";0 o
Configuration Quantity  Monthly Recurring  Nen-Recurring
VPN Client to LAN provided by Harris Corporation 1 $5.89 %£80.25

W Add Ta Cart & Route to User B Cancel Migration

Migrating From

option Qty. MRC NRC Usage
Service Options
Client Type: Layer-3 Client vPNCLZLANLYRIMRC 1 3589 £B0.25

Totals: $5.89 $80.25 —

Figure 5-6. Edit Configuration
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Enter the contact information related to the VPN service and then click Next as shown in

Figure 5-7.

I Ordering
o &
c s Corp Configuration S
| 3 B
€ Previous  Clear# = Reset D option Qty. MRC NRC Use
Service Options

Primary Contact 19589 $80.25
First Name*

Totals: $5.89 $80.25
m

Last Name*

Email*

Primary Phone*

Technical Contact

Full Name*

Emall

Figure 5-7. Enter Contact Information

Review the Summary of the order, and if correct, click Add to Cart, as shown in Figure 5-8.
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I8 Orderin g
o
PN Client to LAN Conf mmary
B 4o
< Previo option Qty. MRC NRC Usz

service Options

Summary 1 3589 $80.25
Bill to Account 552 - TRAN .
options  gption Qty. MRC NRC Usage Totals: $5.89 $80.25
Service Options
Client 1 3589 $80.25 [ENERTIE  Cancel Migration
Totals: $5.89 $80.25 -

Valid:
Primary Contact e & Has or
Name: D
Ema
Primary Phone:
Technical Contact
Full Name: & q! ¥

& Sur quired f

v & sel 3

Figure 5-8. Add to Cart

At the checkout page, as shown in Figure 5-9, the customer has the option to Save Items For
Later, Delete Items, Reconfigure the order, Wait to Migrate, or Cancel Migration. If the order is
correct and should be ordered promptly, click $Checkout.
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Monthly Non-
Recurring Recurring

$5.89 $80.25

Monthly Non-
Quantity Item Recurring Recurring
_VPN Client to LAN ¢ by Harris Corporation $5.89 $80.25
© Reconfigure
Migrating From v y #2 264
Organization DOT - Depar of Transpo
Bill to Account 557 - TRANSYSTEMS, 2400 E. C
29 06
Tags  [CLEDEN +
Option Qty. MRC NRC Usage
Service Options
Client Type: Layer-3 Client VPNCLZLANLYRZRC $5.89 $80.25
Totals: $5.89 $80.25
Order Total: $5.89 $80.25

Save Items For Later EECIVREEEIHEI

Figure 5-9. Check Out

Finally, select a Preferred Delivery Date, and then click $Submit Order as shown in Figure

5-10.
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Item

VPN Client to LAN pr

Organization

Bill to Account  55Z-T

Tags
Preferred Delivery Date

Emergency Event?

Option

Service Options

Client Type: Layer.3 Client

IC Ordering

e @

Monthly Mon-
Description Recurring Recurring
552 - TRANSYSTEMS. 2400 E. $5.89  $80.25
AERCIAL BLVD. SUITE 1000 -
Monthly
Quantity Recurring
vided by Harris Corporation $5.89
DOT - artrnent of T Tation
! 52 E. COMMERCIAL BLVD..SUITE 1000 -
qty. MRC  MRC  Usage
VPNCLZLANLYRIMRC $5.89 $80.25
Totals: $5.89 $80.25 -
Order Total: 55.89

Figure 5-10. Submit Order

Non-
Recurring

$80.25

$80.25

Any problems with ordering or understanding migrating VPN services should be directed to the

SUNCOM NOC.
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